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'cer*ﬁanufacturers try to facilitate driving and to make driving safer.
‘ Today even advanced ideas can be realized at reasonable costs by means

of mﬁdern électronic circuits,

Houever, the use of sensible electronics in cars has become questicned.

5, several mishaps due to cars suddenly accelerating have been

%130 in Sweden, some events of this kind have occurred. Given
- :1-;Qund the Swedish Road Safety Office, TSV, has assigned the
Swedish Pefence Research Establishment to carry out a risk assessment of

a crgise control in order to establish its safety level.

Ex#erfehcgntells us that failures will occur in equipment as complex as
a_qrﬂi?e\qbntrol. Most failures will certainly be harmless but some may
lead:

‘to unacceptable consequences.

can be permanent or {intermittent. Among the latter are
1functions caused by electromagnetic fields emanating from other
eqﬁipmgntrin the car or from the outside environment. Disturbances,

however, will not be dealt with in this report.

A #eugh;way to grade the safety of a system is to count the number of
component  failures necessary to make the system break down in a

h&z%i§§u§ way. If it can be shown that a single, credible, fallure is

enp;

T

._for system failure, then the safety level of the system must be

qmestioned A corresponding level of safety is not accepted for

airp&gnes.
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E"_This assessment was aimed at defining system features which could affect
road safety. The system investigated was made by HELLA and is an

:}optional device in many cars of different manufacture.

“ €§;52£§,n£s1£HAI1QE: HELLA GR-Steurgerat 12V 5GA 003 828-00

ENTATION: - Schaltplan GR-Steurgerat 12V 5GA 003 828-00, 431 907 305C
‘ (A micro processor version exists, designated 5GA 004
397-00, 443 907 305. The two versions are fully

" interchangeable.)

-Pneumatic Cruise Control, Design and Function

"tﬁg.cruise control holds the car at a preset speed. It is said in the

_ cription of design and function that: "The automatic cruise control
 1{§éfmits'1ong distance concentrated driving without getting tired.

'T;Therefcre it is no luxury but an essential safety factor."

This,ﬁtatement may be true when the system works as intended, but what
& Qﬁli.happen when it breaks down? Experience shows that it is unrealistic
'thé hxbect technical equipment to work as intended for ever. Failures

.“wcwillroccur. Therefore the effects of failures on the cénduct of the car

have been investigated. Faults may contribute to accidents.

' " This assessment was started from scratch i.e. it was not taken for

igzaﬁtnd that the system could create hazards at all.
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in;prkﬁpiple. there are two causes of malfunction:

'I.3COHP0NENT FAULTS: Permanent or intermittent

2.'DISEHQBANCIES; From the car itself or from the enviromment

A éy#ﬁem;should only behiccepted 1f the following requirements are
fulfggléﬁz

1. The system design is such that any credible component fault will not

-result in traffic hazard.

2;_Hi¥$ yregard to road safety, the System is insensitive to

:hnomggnetic interference during ics lifetime,
Ggﬁmgﬁt: The EMI emission in society tends to grow.

'This assessment only considers component faults.

The @?g@ggtion that component failures will occur does not imply that
,the:éjSighfis unsafe. The interesting matter is the consequences of
 fa1L@§§s\i.e. the fault effects. Obviously, a fail-safef behaviour is
dﬁig;ﬁbie._

'# Definktion of fall-safe:

A_ﬁ&signﬁd property of an item which prevents its failures from
r'tesygtinghin critical faults.
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The investigated cruise control is based on pneumatics and electronic
,c1rcpitry. The actuator, which consists of rubber bellows, is
pneumatically controlled by an electric pump. The pump motor is

centrolled by means of an electronic regulator. See figure 1.

S*Th§ grnise control is. equipped witb a'3-position switch; OFF, ON and
RESUME (spring-loaded). There is also a SET switch. By pressing RESUME,
‘the stored speed is résumed after brake pedal actuation.
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i_;ﬁ;n#ﬂer to disclose possible weaknesses in the cruise control, fault
?_pree#-have been conséructed. Faulr Tree Ahalysis is an impoartant risk
‘a-hpﬂiysts method, Starting out from a hazardous event, possible causes to
this Top Event are searched for. The relationships are described hv
_ﬁe@ug of logic gate symbols. (For fault tree svwmbols see APFENDIX L.}
The analysis is continued down to a level where further dissolution is

Z_not g@tivnted.

ﬁli-?;gks assoclared with the object must be covered bv top events.

.ffﬁueryig?p event has te be analfzed separately.

il?ﬁé assessment has been ca;ﬁiemeuted by Fault Modes aud Effects
‘fﬁhﬁ}?sﬂs. FMEA 1s an inductive analysis thact systematicnlly details. on

.8 component -hy-component basis, all possible fault modes and identifies

their resulting effects on the system,

This analvsis is valid forr a car equipped with automatic tvansmission.

‘u'Lhe-fnull:trpes it has been anticipated that:

. %}'§&r'eng1ue is rumning

fﬁéle;utse control switch ON

'.3;;?¢.r1 D?ive or 2

'Etﬁlé‘snpposéd that many drivers leave the control switch in the

UN:-pasttion even when they do not intend to use the cdevice. Ubvicuslty

. thits does not affect normel driving. The cruise conlrol is antomatically

‘”ﬁfdoavtivated when the brake pedal §s depressed and it js not reactivated

:fnytlt‘{ho driver gives a certain command,
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..Ig‘ffaiiﬁﬂiﬂs top events have been chosen:
lf_Thivqruise control is not deactivated by braking

2. Uninninded throttle increase

Top .event 1, the cruise control is not deactivated by braking, can lead
 to a collision with other rétarding vehicles or suddenly appearing
obstacles due to cruise control counteraction with the brakes.(See 5.
"VERIFICATION.)

Top §&§h§"2.'unintendad throttle increase, requires that the cruise
contiral switch is ON. Unintended acceleration can lead to collision with
a veliicle ahead or other obstacles if the driver does not manage to

'stépﬂthe car in time.

Afpﬁrricg¥arly interesting case is when the cruise control unintendedly

auce}érates the car from standscill.

Framiggggnaral point of view, surprise must be considered hazardous in
ttself. Even if the driver always has the possibility to stop the car by

depﬁ;séing_the-braks pedal, he might "freeze™ and be unable to react in

e,




Cruise control not deactivated

by braking
21
] i
Regulator No air being let into beilows
rod
‘blocked 21
1
No air being let into system
& -
T 1
Quick air inlet fault Regulating air inler fault
| 21
T 1
Quick air inlet valve is Tube 3
Regulator vilve closed uoe .
Stuck closed £ blocked ]

2 |

Extemal
- grounding
of regulator
valve

Faulty
electronic
unit

No opening command to
electronic unit
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.h#~ahqwn ‘in the fault tree, either a stuck regulator rod or no air being
kct &ntu the bellows when depressing the brake pedal would be sufficient
':n clusa the top event,

'Péiilhln'causes to prevent alr let inte the bellows are stoppage in

tube 1 or no air passing inte the pneumatic system'via‘any valve.

Uheﬂ tha hrake pedal is depressed, the regulator valve is opened whereby
the- baliews are inflated even if the quick valve should be stuck. The
capacity of the regulator valve is not known. Therefore possible delay
-cannot be known either. Actual system behaviour should be tested.
'Thgwqﬁiqk valve is not forced to open by the brake pedal. Thus, it can
.got.itucklin closed position. Faults in the electronic regulator alone
q@éﬁgtulqad to the top event. If the system works as intended, the brake
':é%ééx;will override the cruise control.

*Sﬁéﬁﬁﬁgg.in tube can be found at several positions in the fault tree.

: '_The-néﬂt;important tube is tube 1 close to the bellows, see figure 1.

Pﬁgsible causes are: tube bent, tube pinched or stoppage due to foreign
_p;rcfclns, possibly ice.

Teitg'are'recommended to show whether top event 1 is hazardous or not.
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Unintended throttle increase

Ser-vb pressure decrease

~ . f Pump MOOr Stants Regulator valve closure
T fe] - 21
l 1 ) . J i

— 1
Grounding of pump motor (4) Grounding of regulator ;ﬁ:&;ﬁ g
via electronic unit : valve (7) via electronic unit of regulator

21 el valve
T |

-‘Ez_‘rgneous

- Faulty
- sensor electronic electronic
unit unit

7\ signal
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Un&néanﬁid throttle increase requires unintended pressure decrease in 5
thawyplldwsﬂ This requires three conditions: | ]

1. S;;rtqu pump motor
2. Regulator valve closed
':}3. Qu;qﬁ%#alve closed

‘ﬁﬁring normal driving condition 3 is fulfilled. The driver doesn't
”'normallv vest his foot on the brake pedal. Therefore this condition is
'indiea:ed with a "house" symbol which precisely designates a normally

fukﬁ#lled,condition.

'aﬂniﬁggnded pressure decrease in the bellows consequently requires start
_qfﬁpggpgmncor and regulator valve closure. This valve closes when

. éieéﬁﬁggﬁlly energized.

Thus the top event requires double faults; One fault in each of the
left and right branches of the tree. Extelnal grounding of two different
poﬁuls 1: not considered very likely.

wikt ainly, grounding of two separate outputs is required, but this
. state when the‘cruise control is working as intended in

ar to- increase speed to the desired value. I will come back to this
aihiliey.
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A gﬂsdﬂitional fault mode in both branmches is an erronecus sensor signal
fﬂm the speedometer. This signal tells the electronic unit the actual
) 'j;gyeed ‘An erronecus signal causes the electronic unit to react

_i#ﬁg&zkcctly without bedng faulty itself. This is designated a "Command

jh.éoﬁpletely missing speedometer signal is an exemple of a command

- fault, However, the electronic unit has a "watch-dog" that requites a
ipuk@é‘ftequéncy exceeding a certain value. The cruise control is

_ dé&étivated automatically when the actual speed is <35 km/h. It is not

| cbuﬂidated likely that only a fraction of the pulses should reach the

) iiﬁé&tﬁnlc unit, theveby deceiving it to believe that the actual speed
,_isfiqwer than the desiyred speed, which would lead to increased throttle.
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";;Lt cannot be excluded that the grounding of the pump motor may lead to i%
_incressed throttle. The capacity of the regulator valve may be too low '

:cqﬂ¢quﬁteract the pump. Tests are recommended,(See 5. VERIFICATION.)

Faults in the electronic unlt can cause increased throttle.

”-Exnmples:

'g-ﬂ?@gfspeed-limit controller Vgjpn 224 is a critical civcuit. It
;iiﬁﬂ&cntes if the actusl speed exceeds 35 km/h. If this circuit is
stuck in the state'correspoudlug to >35 km/h. the crulse control can

. be activated by touching RESUME even at standstill. A component fault

~and’ a human ervor are required.

_Aﬁ-ﬁatfspgeds >35 km/h, one fault in the RESUME-circuits is enough to :f
' couse acceleration to the preset speed. This meaus that the crulse '
.cantrol automatically takes over when the actual speed exceeds 35

- km/h and increases it to the preset value.

ﬂfiﬁé electronic-unic continwusly compares actual speed with desired
gpeed. The desired value is-stored by the blnary counter 40408, The
~T§g§ual.va1ue is derived via one of the four operational amplifiers in

rthgfiﬁ 224. The comparisou is performed by another operational amplifier
~in the ‘mame IC 224.

- Any cowponent fault that leads to-a difference between actual speed and

deqlzﬁéfépeed williimmediately cause increased or decreased throttle.
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* fgggfoxanple is a fsult in the binary counter 4040B leading to an [%
-inexease of the desired value. The binary counter stores the desired
? §¥1“9 by setcing a certain combination of its outputs high therehy

"ffsiffag a potential to the comparator corresponding to the desired

”vaiue. A poor comnection at some of these outputs may lead to

increased speed. One such fault has been tested. See APPENDIX 3.

‘f%nghé«gpuparator (Geschw - Regler) is another critical circuit. A

?hiéiggke-poiut-faulc# such as a bad solder joint in this circultry may

Jead to the erroneous result of starting the pump motor. The faults

©.. can be permanent or intermittent.

The fault modes mentioned abové are sufficienc for the fault effecrt:
Unintended throttle increase. The system believes that the actual speed

is too iow._Therefore the regulator valve does not open either.

A{cpunon safety design requirement states that "no single-point fault

e kgll result in injury to personnel®. It is equivalent to specifying
. that the system will still be safe after one failure although it may

' 'not be functiomal. Thus a single-point-fault is a fault mode caused
by a single event, defect, or error whose consequence is defined as

‘eritleal in the partlcular system.
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Théﬁthaoxetical analysis shows that single-point-faults are sufficient
, for the following fault effects:

ﬁl}fihgv:tulse control is not deactivated by braking

2, Buipcanded throttle increase

echnical equipment will not work as intended for ever. Faults will
¥, Due to the tyﬁa;gf-equlpment. faults may lLiave unacceptable
E@;igggences. 1f a single credible fault results in hazardous

_ vnnﬁqgnaﬁces, then the design must be changed.

j%iﬁ%éﬁuuld be a design goal that the consequenciesjof any credible fault

are acceptable.

chhugques for achieving this goal are well known in Relliability

?-feHﬁQ}ugy. This techunology is of wvital importance for the design aml

of complex technical equipment such as aivrplanes, spacecrafr and

miclear power stations.

Eﬁdﬁy@-feliabllity data are readily avallable for most electronic

vemponents. With refevence to such data it can he concluded that among

mhkfﬁnear number of:cnts throughout the world equipped with this cruise

1. sowe faults In accordance to 1. and 2. above are likely to

vﬁt; the theorerical resulrs should be verified in tests. See next

| pavegraph.

: Hmm
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Some of the results from the theoretical analysis have been verified on

an; automatic car.

It 'géshﬁwn that the brakes easily overcame the engine.

Tﬁ§*£§ats'also showed that the quick valve lhias sufficient overcapacity.
This was proved by depressing the brake pedal in order to open the quick
vaive while the pump was running. The bellows inflated Lapldly

Iﬁjhnbtherjtest the quick valve was kept closed during braking. This
'-méans'thaﬁwthe electric switch mounted on the valve does not open
_either Yet, the bellows inflated fairly rapidly. This was because
1nput 3. "BREMSE" (brake) of the electronic unit, that should go high in

ovder to deactivate the cruise control was forced high by the stop-lamps

“switch This stopped the pump and opened up the regulator valve.

When tha ‘quick valve works as intended, input 3. goes high by means of
the : :esistor R6 in the electronic unit. Therefore, ‘an open circuit in
tb&g';nput_is fail-safe.

The ﬁgﬁti*nbove have not disclosed any serious safety problems in the
me@ﬁ&é}gp& and pnewmatical subsystems.

Jﬁpﬁtygf,-ﬁhe tests showed that the car may accelerate slowly if the

V i#!§aﬁqta¥-gets started due to a grounding fault. The regulator valve
_eqpacity seems to be of the same magnitude as the pump capacity. The

;‘iigg;tﬁdggends on paxking brake tightening as well as idling speed.
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fftéitsj#how that necessary conditions for a pressure decrease in the

- beliows. are:
~ 2, Pump running

.Qz;anick valve closed

lator valve closed

' thqaquiék valve is normally closed as the brake pedal is not depressed.
'iThéfrégulator valve closes when energized. This {s a safety feature.
LQpaﬁ circuit in the valve magnet coil results in inflated bellows. The

':-Qgsigniis fail-safe with respect to this fault mode.

;;xthaih of this analysis has been to search for possible single-point-
: ¢g£a&1: modes leading to traffic hazards. So, the question is: "Are there
.. any single-point-fault modes in the electronic unit which lead to pump

ggoqor‘étart and closing of the regulator valve?"

_'As shown in the circuit diagram, figure 2, the pump motor and the
_regulator valve are connected to separate outputs. Therefore outputs &
~and 7 must be grounded via their two transistors respectively. This

- means that double faults are required at the outputs.

i5 the analysis has disclosed a single critical point before the

. This consists of inputs 9 and 12 for the regulator valve and

: “h;ﬁgﬁg respecrively of the operational amplifier which are inter-

"ngégégﬁnd. If this point goes low, the result will be simultaneous
:ciqﬁéiéfof the regulator valve amd start of the pump, thus causing full

. throttle.

Si#c?—this point 1s situated beldind the accelerator controller
(Be sunigungsreglery, there will be no limiring of the acceleratiom.
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kﬁn EI d££Vxng speeds less than the desired speed, the operational

aﬂniiiier connected to the resistor R6l is trying to lower this peoint
. but when-the actual speed is <35 ka/h this attempt is counteracted by
‘"tﬁcitwn'diodes D15 and D23. This means that two faults, e.g. open

' citgqit;.Ln both diodes, are required for a pressure decrease. So, the
crulise control is not safe if two failures occur, but this was expected.

Independént double faults, however, are considered very unlikely.

ELQﬁﬁxically the printed-circuit layout corresponds to the diagram.
H&g&xﬁhsless, from a reliability point of view, this is not the case.

hec! of the circuit layout reveals .a fault mode that has very severe
consequences This single-point-fault mode, which is not easily found,
.is daactibed in APPENDIX 2. The complex fault mode effects however, are
listed under 6. TESTS. B

‘%pé

3
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r

The s2ro system was set up in a laboratory. The spesdometer sensor was
‘replaced hy a signal generator. See jicture 1. Tre suvstem fault reaction

aas=éimula:ed..

‘In additio«, tests wevre carri:d out on an automati: car at scandst:ill,

‘Iin this case the speedometer was. iriven by means of an =lec-ric drilling

achine at variablz speed.




CA .Ifﬁ;he3cruise control is faulty when the engine is started, changing

i}ln;q%ﬂ&:{ﬁo remove any doﬁbcs. an electronic unit with deliberately
_ iﬁﬁrbﬂggpdzsingke-point-fault was tested during real driving. According
.tozﬁhnsn tests a single-point-fault as described in APPENDIX 2. will

hav@éthn consequences listed below. A necessary condition, however, is
the crulss control main switch being set in the ON-position, but this is:

- go igéred}n common hablit with many drivers.

Thﬁihﬂndgct of the car at fault occurrence depends on the situation.

'Tﬁ%tﬁfﬁfig the fault effects have been divided into two groups.

Faults can be permanent or intermittent. In the latter case, the fault

'may‘dapeﬁd on some environmental factor such as vibrations or changes in

temperature.

_ gea:'iﬂto drive or 2 results in full throttle. The cruise control can
C o be daactivated by depressing the brake pedal, but as soon as the

B peda! is released the car is accelerated again.

;the'étuisé éontro1'1s faulty when the engine is started, changing

£ar ia;o-drivé or 2 results in full throttle. If then, when speed
,;ﬁjgceeéaﬂ35fkﬁ/h; RESUME is pressed (but not SET), the cruise control
;@is deactivated. However, as soom as speed falls below 35 km/h, the

“eruise control is resctivated and causes full throttle.

iG._If‘thg-eruise cont¥ol is faulty when the engine is started, changing
.;;geiﬁ into. drive or 2 results in full throttle. If then, when speed
;ﬁexc-Ids 35 km/h, SET is pressed, the actual speed is stored in the
“memesy. The cruise control works as intended, but depressing the

"ﬁ.3hw:h¢ pedal and releniing it again results in full throttle. By

”-ﬂﬁﬂising RESUME, stoxed. spoed will be resumed.
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“if-fhe car is parkéd with idling enpine and gear is drive or 2 when

ufthqffault.uccurs. the result is full throttle. The car will

"-;aQQEelerate suddenly even if the parking brake is tightened firaly.

B 1f-driving at any speed on gear drive or 2 without acrivated cruise

_control when the fault occurs, the cruise control is activated and

full throttle results.

:f?&riving on gear drive or 2 and SET has been pressed in ovder to

‘Fﬁhld.speed >35 km/lv, nothing happens. The cruise countrol wovks. But
as spon as the brake pedal is depressed and released apgain or if
"*SPEﬁd temporarvily falls helow 35 km/h, the cruise control will

““,c@mgaﬁd full throttle. By pressiug RESUME, the desired speed is

li3tbsuﬁsd. Compare 6.2.1.
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To§f¢*0nt;1, the cruise control is not deactivated by braking, is not
congidered hazardous. Tests show that the brakes easily overcome the

engine.

Howevef.-tdp event 2, unintended throttle increase, cannot be waved

aside. Tests show that:

Ln single- point -fault mode that leads to sudden acceleration at

rhigh pove:

This ﬂiscovery means that an upper limit for the system safety level has
been eaclblished

'Tga:s.glsgrshow that there are a number of fault modes leading to an

increase in the desired speed during the drive. llowever, this fault

‘not considered hazardous but it can certainly disturb the

driver.

He{gaﬂzcbgclude that the fault effects of the single-point-fault mode,
disclesed in this investigation, are in accordance with the reported

.evéﬁns; Iherefore. the alleged events slhould be taken seriously.

The wg#kﬁaséaﬁ_disclosad in this report may be the causes of malfunction
in-some of the alleged cases. However, no conclusions sliould be umade
from this investigation concerning the causes of malfunction in any

,spécifi;_casé.

Tbﬁgfﬁiuits of this 1nvestigation indicate that HELLA has tried lLard to
et very- high safety goals in this device. The desigmer has certainly
-bteﬁ lware of the fact that some single-point-faults can lead to an
incﬁea;e of the desired speed, but he has probably not been aware of the

fa@t thnt & skﬁgle point fault cam cause sudden acceleration,




Event
Description
Block

Basic Event.

House.

AND-gate.

OR-gate.

Page 28

Name of the event

Event which will not
be subdivided

Event which will happen
with certainty

Qutput event occurs if
all input events occur

simultanecusly

Output event occurs if
any one of the input

evants occur
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Thiﬁfinvistigation has been aimed at grading the HELLA cruise control

wirth respect to safety. Therefore the work has been focused on finding
gome.wegk:point in the systea.

-The electronic unit consists of both analog and digital circuits. No
dacailed functional descriptions have been available for the analysis.

'_;Nevgrtheless, the main features of the design have been figured out.

”;$ﬁ¥“amalysis,shows that there is at least one single-point-fault mode
_wi#h severe effects. Due to the printed circuit layout, a break in a

gﬂqqific connection leads to pump motor start and simultaneous closure
of t&guﬁator valve.

ﬂTha dﬁs;lpsed single-point-fault mode consists of a bad solder joint at
"taﬁn£nnl 9 of the .op amp 224 on the component side of the board or a

.L'fﬁﬁk-i“ the thin foil connecting terminal 9 to the two diodes D15 and

Thn 1nvestigation ia herewith finished but other hazardous fault modes
cannot be . excluded

. fhetihtefasting part of the diagram is shown in figure 3. The real
&tfcui:'however which is electrically equivalent to the diagram, is
'ahomn in figure 4. The hazardous single-point-fault mode is depicted in

R ,ggxa 5. The printed circuit board is shown in picture 4.
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Figure 5. Hazardous fault mode.
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Bage 3%

.fln%fha_génneHCS to therdesign under 3.8 some vulperable points in the
Héﬁggrqm_ware mentioned. An example was the binary counter 4040B, that
;;ﬂig#kphs desired speed by setting an apropriate combination of its

7.§u£§Q§s h;gh. By doing this a voltage corresponding to the desired speed
i$1§§§qtnd and fed to the comparator. The resistors R13 - R23 are
“g;aﬁﬂtlgl“for this function. The effect of an open circuit in R15 has
been ‘tested with the following results:

Hheﬁﬁthif?ruise control was activated at
.;?Q.Fg[hfipeed decressed to 55 km/h
| ﬁefg;)hﬁ;péed increased to 100 km/h

H 1$0 gg/h ;peed increased.tpillo km/h

Liﬂ?;k@/ﬁ:speed increased to 120 km/h

it oA, Sl L

_ qp§a §ircﬁits in other branches will lead to varying changes of speed.
=uheghef'thg effect will be an increase or a decrease depends on the

1_=desg?edsageed value.
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