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ELECTROMAGNETIC INTERFERENCE EFFECTS
ON MOTOR VEHICLE ELECTRONIC CONTROIL AND SAFETY DEVICES

VOLUME 2 - MEASUREMENTS, ANALYSIS, AND TESTING
R.H. Espeland, D.H. Layton, B.D. Warner, and L.R. Teters¥

" ABSTRACT -

_This report contains the results of a test series
to evaluate the electrical environment of a motor
wvehicle during normal operating conditions and a
' summary of power supply variations and electrical
signal transient characteristics. Both source and
coupled signals were measured. ‘

A computerized coupling analysis program was used’

to determine the effects of bodv shielding, aperture
size, and cable lengths on signal coupling in the 100
to 200 MHz band between a simulated mobile radio emis-
sion and a modeled air-cushion restraint system cable
as it might be used in a motor vehicle. '

A series of .susceptibility tests were performed on

an electronic speed control system and an antiskid
control module to determine functional upset levels

of injected signals at critical circuit ports on

these devices. The upset criteria were based on
performance departures from normal, resulting from

the injection of interfering signals. The injectad
signals were designed to represent levels and durations
characteristic of those generated within the vehicle
or coupled from external sources.

Key Words: Electrical signals, automotive, interference,
coupled signals, measurements, transients, power
supply variations, aperture size, shielding,
susceptibility testing. .

* The authors are with the Institute for Telecommunication Sciences,

Office of Telecommunications, U.S5. Department of Commerce, Boulder,
Colorade 80302,




1, . INTRODYCTION
In recognition of the potential EMC/EMI problems aésocia;ed-ﬁith
the introduction of electronic systems for control and safety of motor
vehicles, the National‘Highway'Traffic Safety Administration (NHTSA)'pf
the U.S. Department of Transportation initiated an investigation to-
determine the range of possible problems and to develop preliminary
.'desigﬁ guidelines to assist equipment and system designers in circuit
‘and configuration selection and control.
An earlier study (Espeland, et al., 1975) pfoduced_documen;s and -
modélé,régarding the following areas of research: _
1) computer aﬁalysis models to determine sénsitivities of
Velectronic circuits and subsystems, '

2) a file of potential interference sources internal to the
vehicle, A

3 a file of potential -interference sources exterﬁal te the
vehicle, ‘ 7

4) computer analysis models to determine the conducted and
coupled transfer of signals in. the cabliné.and wiring cir-
cuits of the vehicle, and |

'5) a guilde of validation tests and preliminary guidelines.

This present study specifies a research effort to expand the
general guldelines for packaging and installation of electronic safety
and control devices on motor vehicles so as to affect electromagnetic
.compétibility among the devices and the electromagnetic and electrical
environment of the vehicle. These guidelines are based on the results
of tests and measurements conducted to evaluate the electrical environ-
ment of motor vehicles, on conductive and radiative susceptibility tests -
of selected electronic subsystems, and on curfent research and studies
conducted by the automotive and electronics indhétries. The results of
this program are reported in two volumes. The results obtained from the"
measurements (electrical environment), the analysis of coupled signals,
and the subsystem susceptibility testing are contained in Volume 2; The k

extension and clarification of the work on automotive EMC guidelines is




ey

reported in Volume 3 under the same title.

Section 2 of this report deals mainly with a measurement program.to
study the characteristics of signals gencrated by the norm&l:bperation
of the electrical and electromechanical devices of the motor vehicle.

Data were recorded at ‘the source and at remote points within the primary

'gow¢f.andTCOntrol system to determine the amplitude, duration, and

—fréquency responses of these generated signals. Typibal_ccntrol actions

for which signals are generated are the activation or deactivation of

'fhe light switch and flashers, solenoids, and motors. The alternator,

ignition system, and vibrators (horn and buzzer) are also soufces. A

review of power supply variations and severe transient characteristics

resulting from the previous study were included to complete this section.

A field-to-wire coupling analysis of the effects of body shielding,
aperture sizes (such as windows, door seams, grills, efc-), and cable
lengths and terminating impedances on coupled signals from external
fields is reported in Section 3, using an air-cushion restraint system
cable and simulated mobile radio emission as the study exaﬁple. The
program ﬁséd in this analysis is related to the wire-to-wire. coupling
analysis program repofted in the earlier'study (Espeland et al., 1975).

Section 4 reports on the methodology and results of injected
signal susceptibility testing using an electronic speed control sub-
system and an antiskid control module. A direct drive test facility
operated by the Air Force Weapons Laboratory (AFWL) at Kirtland AFB, NM
was used for these tests. The interference test signals were selected
to be similar to those types observed in the soufce measurements work
(Section 2). Various system upset conditions were observed and re-
ported.

The results and conclusions obtained from these tasks are used in

part as a basils for the automotive EMC guidelines report in Volume 3.
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2., INTERNALLY GENERATED MOTOR VEHICLE ELECTRICAL SIGNALS

'2.1‘1MéaSurement‘Plans and Methodology

This section gives the results of the tests conducted to evaluate
the iqternal électrical environment of a motor vehicle. The objective
of théée’measurements was to collect information on source signals and
thelr distribution to éid in establishing guidelines to achieve electro-
magﬁetic compatibility between vehicle electronic circuits.

The general measurements philosophy followed in the pérformance of
this task was to reﬁord first the signal characteristics at the source
(varying operating conditions td determine the potential range of
characteristics} and then to observe the degree of coupling of these
signals to points of interest throughout the vehicle, The combined
source and disfriﬁutiou data comprise an iﬁformation set for any
particular source. _ . -

A proposed test plan (Espeland et al., 1975) was used as a referencer_-
documént in conducting these source evaluation tests. This plan (Table
2.1) details the types and locations of measurementg to be made, empha-
sizing the source characteristics as well as possible signal distri-
bution. '

The electrical and electromechanical devices on which measurements

were made are as follows:

1) the light switch,

2} the air conditioner clutch,

3) the starter and starter solenoid,

4) the ignition system,

5) the turn signal and emergency flashers,
6) the field dump transient simulator,

7) the fan motor,

8) the alternator,

9) the windshield wiper motor,
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10) _thg.Horn; and

11)'7the_general vehicle noise (ﬁ;oadband noise).

. The results and data from these tests arc presented in the next section.

The signals recorded are generally of four forms: 1) direct
current voltage level changes caused by switching equipment on or off
the primary power source, 2) transients or decaying sinuscidal wave-

forms that are generated during the switching actions, 3) periodic

" waveforms generated by vibrating systems or rotating machinery, and 4)

high frequency pulses or bursts associated with rf transmitting equip-
ment or with (intentional or unintentional) resonance in electronic
circuits. Two methods of data recording and analysis were used in these
tests. They are shown in Figure 2.1, and represent recording in the
time domain and in the frequency domain. Most of the data was taken in

real-time uwsing an oscilloscope display recorded photographically.

2.2 Internal Electrical Sources

The objective in compiling the data for this section was to pre-
sent, in the most useful manner, all of the available data on electrical
sources within a motor wehicle. Although the bulk of the material
presented in this section resulted from the tests described above,
certain useful data from otherlreferences {Espeland, et al.; 1875) is
included where appropriate.

Summary Tables (2.2) and (2.3) describe ﬁhe signal studies. The
pertinent information in the tables define the signal (type, amplitude,
and duration) and the source and event that caused it. The format used
to present the data from the individual sources includes a circuit
diagram, a description of the sources and their functions, tracings of
the signals and waveférms recorded, and observations of the signal '
characteristics. These data are in Figures 2.2 through 2.12. In the
circuir diagram at the top of each figure, an arrow is used to indicate

the location at which the signals are generated.

2.2.1 Light Switch

The main light switch controls the park and tail lights and head
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lights. Additional light switches fnclude the stop light switch, the
back-up light switch, the high-low beam switch and accessory lamp switches
and controls. .As these switches are activated, a load is placed on the
primary power bus (battery) and energy is coupled to adjacent wires,
which often produces transients. The data presented in Figure 2.2 shows
the main bus load and selected tramsients. ’

Figure 2.2 (a) shows a 200 mV line drop when the low beams are
turned "og." A transient of 150 mV occurs at the right front turn

signal lamp when the low beam is switched on, and a transient with peak

amplitude of -40 mV occurs at the same point when the low beam is switched
"off."” Figure 2.2 (b) shows that a positive transient of 400 mV occurs
" at the turn signal lamp when the high beam is turned "on.”

Further documentation of transients associated with the activation
of light switches is showm in Figure 2.2 {(¢) and 2.2 {d). Figure 2.2
{c) shows the waveforms at the low beam lamp when the high beam is
switched "on" and "off." An amplitude of 240 mV is reached at the "on"
time. In Figure 2.2 (d) the low beam lamps were removed, thus the wires
are open circuilts, Larger and sharper fransients occur, reaching ampli-
tudes of +0.75 V and -1.2 V. This test simulates a condition of burned
out lamps. ‘ ' '

2.2.2 Air-Conditioner Clutch

The air-conditioner compressor is driven from a pulley coupled by
belt to the crank-shaft drive pulley. When the air-conditioner switch
is activated, the compressor is coupled to the pulley by means of an
electromagnetic clutch. The clutch imposes a 3.75 A load on the power
supply. Transients occur when the air- conditioner switch is turned
"on" and "off." The data in Figure 2.3 (a) show the switching "on" and
"off" of the air-conditioner compressor. A large fransient (80 V) is
generated when the compressor clutch is released. Some coupling of this
signal to the main bus is evident in the lower trace of Figure 2.3 (b).
This high-frequency noise recorded has an amplitude of 0.4 V (p-p). The
waveforms in Figure 2.3 (c) and 2.3 (d) show greater detail of the
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transient occcuring as the clutch is shut off.

2.2.3 Start Solenoid and Starter

The starter solenoid is activated in the start position of the
ignition switch. The solenoid closes a switch which connects the
starter directly to the battery. When the ignition switch is turned to
the "start” position, the power (12 V) is removed from the main power
bus. This is evident from the top trace of Figure 2.4 (a). The voltage

on the main bus drops 12 V to ground and 25 ms later the solenoid circuit

.18 energized, as evidenced by the 12 V increase on the lower trace.

When the ignition switch is released from "start" and returns to "run,"

‘this condition is reversed. Also, an 18 V tramnsient is generated at the

gsolenoid circuit.

The data in Figure 2.4 (b) shows the dc¢ coupled waveform measured

-at the battery (plus) terminal at the initiation of the "start" or

cranking action. - The initial 7.5 V drop is caused by the engagement of
the starter drive gear onto the flywheel. This is a solenoid action
also. The .5 V sinusoidal waveform that follows is known as "cogging"
caused by the variation in cranking load as the gas in each cylinder is.
compressed and then the pressure released.

The data in Figure 2.4 (c) and 2.4 (d) show the effect of the plug

misfiring during crank and run. In Figure 2.4 (c), the waveform shows

‘the starter engagement and inicial cogging. After 1 s, the engine.

starts and the battery voltage returns to the 12 V level. Some alter-
nator noise (ripple) is evident, and it has a marked periodicity,

because only the right-bank cylinders were firing. (The wires of the
left bank were removed from the plugs.) 1In Figure 2.4 (d), only the
front right plug wire remained attached to the plug, with all the others
removed. The engine did not start, bututhe firing of the single cylinder
is apparent in the waveform.

2.2.4 Ignition System

The ignition system, which is powered from the 12 V battery through

the ignition switch, consists of a primary circuit and a secondary
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circﬁit. The primary igﬁition circuit . includes the primary winding of
the coil, a condenser, and breaker points operated from a cam. In
solid-state ignition systems, electronic switches way supplement the
breaker points or an armature and pick—up coil may replace the breaker
points; The secondary windings of the coil, the distributor, and the
spark plugs make up the secondary circuit. The function of the ignition
system is to provide a high-voltage spark in the cylinder head near the
peak of the compression stroke. This fires the gas mixture, and the
expansion of the burning gas powers the engine.

The data shown in Figures 2.5 (a), (b), and (c) are waveforms
measured in the primary circuit, and those waveforms measured in Figures
2.5 (d), (e), (£f), (g), and (h) are measured in the secondary circuit.

The upper trace in Figure 2.5 (a) shows the dc waveform at the
battery side of the'ignition coil. This point is common to both wind-
ings of the coil. As the breaker points open, the test-point voltage is
raised to the battery voltage (13 V) and remains at that voltage until
fhe peints close (at about 6 ms).- Then the voltage drops to a steady-
state 6 V ( 4 ms) and holds until the breaker points open again. The
primary side of the coil and the ignition wire to the ignition switch
are a voltage dividing network between the battery and groumd. At the
time of the breaker cpening and the corresponding firing of the spark
plug, a damped sinusoidal waveform occurs. Peak amplitudes are 6 V at
the battery wire and 360 V at the breaker points. The period of the
damped sine wave is measured at about 10 kHz in Figure 2.5(b). The
sinusoidal waveform measured on the main fuse of the primary power
circuit reaches a peak of 1 V. At‘the battery terminal, the waveform is
less than 0.1 V. These data are recorded in Figure 2.5 (c).

The wavaform in Figure 2.5 (d) was recorded at the distributor
output. The waveform repeats at approximately 3 ms (this is subject to
engine speed variation) with two principal spikes in each set. The
first spike occurs with the breaking of the points. A short duration
waveform as large as 15,000 V in some cases occurs at that time. I is

followed by an offset and a ringing (sinusoidal) waveform as shown in
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Figure 2.5 (e). A ringing occurs at about 10 ms with the c¢losing of the
. breaker points. These waveforms are evident in both Figures 2.5 (d) and
2.5 (e). The remaining figures show data recorded at the spark plugs.
Figures 2.5 (f) and 2.5 (g) show the first few milliseconds of the spark
.waveform. Peak negative vélues of about 10,000 V are observed, These
waveforms occur with normal spark. The amplitudes and duration will
vary with time, with spark plug, and with engine speed and load.
However, they are typical waveforms. -

Figure 2.5 (h} represents an abnormal spark condition. The spark
plug wire has been removed from the spark plug at a distance prohibiting
a spark to the plug or to a ground point. A pronouncéd ringing of 1 ms
duration occurs with peak negative/positive excursions of —-24000/+14000 V.

2.2.5 Turn Signal and Emergency Flashers

The turn-signal flasher is a device used to cause all required
signal lamps to fiésh when the turn signal flasher switch is activated.
The flash rate is between 60 and 120 flashes per minute, and the current
"on" between 30% and 75% of the time. Variations within these limits
are determined by the type of device, lamp 1oﬁd, and normal production
tolerances. The flasher switch comnects and disconnects appropriate
lamps to the power bus. This produces a rectangulaé pulse that varies -
between ground and the power supply volﬁage. This Qoltage'level change
occurs at the flasher unit and at the several lamps that are driven.
The emergency flasher serves a similar function to a different set of
lights. '

Turn-signal and emergency flasher waveforms presented in Figures

2.6 (a), (b), (c), and (d) show the characteristics of the pulse that is
generated by the flasher. The data in Figures 2.6 (e}, (f), (g), and

(h) show the characteristics of coupled or induced waveform resulting
from these pulses.

Figure 2.6 (a) describes the switching pulse produced by the turn-
signal flasher at the right rear turn-signal lamp. This shows a flash

rate of approximately 107 flashes per minute with an "on" time of about
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40%. Maximum amplitude reaches 10.2 V. Detailed information of the
leading edge of the turn signal pulse is shown in Figure 2.6 (b) as
neasured at the flasher output and at the right rear lamp. The pulse
has a rise time of about 20 us, A similar display of the trailing edge
is shown in Figure 2.6 (c). Observe that the sweep time is 100 us/div
in Figure 2.6 (c) compared to 20 us/div in Figure 2.6 (b). The data in
Figure 2.6 (d) is a record of the emergency flasher output and shows a
very similar “on" waveform as shown in Figure 2.6 (b) for the turn-

signal. The data in Figure 2.6 (e). compares the pulse at origin (turn-

signal output) to the signal developed across the ground wire ar the

rear lamp. The peak amplitude reached is aboutr 190 mV.

The data in Figures 2.6 (f) thru 2.6 (h) show induced or coupled
waveforms. The signal source is the trailing edge of the turn signal
pulse (Figure 2.6 (¢)). The induced signals are recorded from parking
lamp and back~up lamp wires. Recorded amplitudes are as follows: 1)
parking lamp, 600 mV; 2) back-up lamp (normal), 250 mV; and 3) back-up
lamp (bulb removed), 700 wmV. Removing the bulb simulates an abnormal
condition that could occur with a broken wire or burned out bulb.

2.2,6 Transient Simulator . '

Several types of automotive power bus transients can develop from |
normal and sbnormal functions in the automobile. These are described in
Section 2.3, 4The'abnormal transients and their effects are diffiﬁult to
measure because of variations in voltage and characteristics.

The Society of Automotive Engineers subcommittee on EMI Standards
and Test Methods (1974) suggests the use of simulators and presents
designs for comstruction of an alternator-dump transient simulator and
field-decay transient simulator in a report of proposed test procedures
for electromagnetic susceptibility of wvehicle components. An alternator
ioad-dump.transient simulator similar to the proposed design (above) was
constructed and used to generate the transient waveforms described here.
The resultant waveform at the battery cable is that which occurs on a
non-repetitive basis when the cable is loose or corroded or when a

jumper cable is suddenly disconnected.
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The recorded data using the simulator are shown in Figures 2.7 (a),
(b), (c), and (d). 1In each figure, the lower trace Ls measured at the
battery cable. The simulator voltage is allowed to reach 100 V and then
it is dissipated into the vehicle power circuit with the battery cable
disconnected from the battery. The upper trace in each figure is a
coupled signal. The transient decay time is controlled by the simulator
and lasts about 300 to 400 ms. The measured transient on the battery
cable varies from 50 V to 4 V. These levels depend on the ignition
switch leoad - with a higher measure transient associated with the
iighter load. The coupled signal measured in the upper traces varies
also with load. The coupled waveform measured at the right front turn-
signal wire, recorded in Figure 2.7 (a), reaches a peak voltage of
50 nV. The data in Figure 2.7 (b}, (c), and (d) were all recorded on the

windshield wiper cable. They show increasing amplitudes with increasing

. ignition switch loading. The 160 mV level shown in Figure 2.7 (d) was

recorded with the ignition, low-beam lights, and fan, all switched om.
2.2.7 Fan Motor

The fan motor drives the fan blade to provide for air circulatrion
in the vehicle. This circulation can be through the air-conditioner,
inside only; or air drawn from outside the vehicle. The motor has a
high and low speed. The data recorded for this source is of two types.
The first is a periodic waveform related to the rotation speed of the
motor, and the second describes the transient and decay waveform genera-
ted at motor shut—off.

The data in Figures 2.8 (a) and 2.8 (b) show the motor waveform for
the high and the low speeds, respectively. The high-speed waveform has
a noise amplitude of 0.1 V recorded at the fan switch. The waveform has
a basic period of 1.8 ms, which corresponds to a frequency of 555 Hz.
The noise during low-speed operation yields a lower amplitude (30 mV)
and lower period (3.3 ms}, at a frequency of 285 Hz. The waveforms in

Figure 2.8 (c) show the high-speed periodic signal recorded at the main

-power bus and at the right front parking lamp. The light switch was

"on" during this recording, which means that the signal at that point
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was a directly conducted signal rather than an electromagnetically
coupled signal. The peak-to-peak amplitude of these signalsis approxi-
mately 50 mV.

The signals displayed in Figures 2.8 (d) through 2.8 (h) are all
related to the fan shut-off transient and stopping waveform. The
waveform in Figure 2.8 (d) shows the switching action and a greater than
four second slowdown period which follows the motor shut-off. Figures
2.8 (e), (f), (g), and (h) show portions of the decaying waveform, all
triggered at shut-off and recorded with decreasing sweep speeds. These
.gpeeds are respectively 100 ms, 10 mws, 1 ms, and 0.2 ms per division.
The important characteristics to be cbserved are the amplitude of the
periodic waveform (greater than & V peak-to-peak) and the initial shut-
off trangient (-3V to +9V) followed by the slow decay. During the
slowdown period, beth the amplitude and period are changing. The ampli-~
tude decreases to zero and the period increases as the rotation rate

{rpm) decreases.
2.2.8 Alternator

The altermator supplies direct current to the primary power supply,
of which ;he battery is the storage (reserve) element. The magnitude of
current supplied is controlled by the regulator and varies according to
tﬂe lecad.. The alternator is belt driven from the engine drive shaft
pulley.

Two data sets recorded with the alternator driven from the drive
shaft (engine running) are shown in Figure 2.9 (a) and 2.9 (b). 1In
Figure 2.9 {a), the alternator ripple is of 0.1 V magnitude. Super-
imposed are ignition pulses at 20 and 50 ms from the beginning of the
trace. The data in Figure 2.9 (b) shows the locading effect of sﬁitching
on the external lights. The total “loadiﬁg“ effect with the lights on is
.35 V. The switch goes through two positions when turned "on" and
"off." This is evident in the trace.

In an attempt to isclate the alternator signals {noise) from other
engine related sources, several pictures were taken while driving the

alternator with an external motor. These data are shown in Figures 2.9
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(c) and 2.9 (d). The data in Figure 2.9 (c) is with the alternator
charging the battery (under normal loading). Approximately 30 mV of
ripfle are observed at the battery (+) terminal and on the main bus.
Figure 2.9 (d) represents recordings taken during abnormal conditions.

These data represent signals generated as a result of a loose battery

cable connection. This could oceur through improper installation and/
or wear or by mishandling. The waveform in Figure 2.9 (d) represents a
condition where the field was excited by a momentary contact of the
Battery cable to the battery post. This created a condition of no
appreciable load on the alternator and no filtering effect (which the

battery usually provides). This condition is somewhat similar to

electrolyte boil-off. In this figure peak amplitudes of 17 V are

reached and a peak-to-peak ripple of 6 V is observed.
2.2.9 Windshield Wiper Motor &

The windshield wiper motor drives the windshield wiper arms. It has
a high speed, a low speed, and a motor reverse action to recess the arms
when the wipers are turned off. The dara in Figuré 2.10 (a) show the
waveform that appears at the windshield wiper motor when it is switched
"on" and then "off." The amplitude scale is 2 V/div and the sweep is .1
s/div. A small cransient is generated when the motor is switched "off".
The waveform in Figure 2.10 (b) is generated with the motor running at
high speed. This waveform has a period of 2.2 ms and peak-to-peak
amplitude of aboutr 0.3 V. Short bursts of noise are associated with
each period or cycle. The waveforms shown in Figures 2.10 (c) and 2,10 .
(d) are recorded with the motor running at slow speed. Amplitudes at

the battery plus terminal and the ignition main bus are 40 mV and .4 V,

respectively.
2.2.10 Horn

The horm is actuated with a horn ring or button and produces an
audio warning or alert signal. The waveforms shown in Figure 2.11 are
recorded at the horn itself and on the main bus. The ripple caused by

the vibrator circuit as measured at the horn power terminal is shown in
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Figure 2.11 (a). The magnitude of this ripple is about 2.2 V (p-p) and
the repetitioh cycle is approximately 2.8 ms. An rf noise of 4 V to 6 V
is apparént in the waveform of Figure 2.11 (b).

The features of these signals measured at the main bus are shown in
Figure 2.11 (c) and 2,11 (d), where rf noise bursts of 60 to 80 mV can

be observed.
2,2,11 General Vehicle Noise (Broad-band Noise)

A spectrum analyzer (Model HP 8553) was used to record the spectral
intensity of signals emitted from several sources within the test
vehicle. The following figures show a calibration and the results of
the tests.

Figure 2.12 {a) is the calibration record. The markers are from

left to right: 1) zero reference marker, 2) 30 dBm at 30 MHz, 3) lst

« harmonic at 60 MHz, and 4) 2nd harmonic at 90 MHz. The frequency scale

ig from O to 100 MHz and the amplitude reference is 0 dBm at the toprof

~the picture. The amplitude scale is logarithmic.

The data in Figures 2.12 (b) thru 2.12 (d) are taken at the main
bug for various operating modes.

With the ignition key warning buzzer sounding, amplitudes above ~50
dBm are recorded across the entire 100 MHz band. Peaks above ~30 dBm
are observed below 10 MHz. Other strong peaks are at 25 MHz and near 65
MHz. These data are in Figure 2.12 (b).

The amplitude distribution recorded with the horn sounding, in
Figure 2.12 (c¢), shows amplitude levels of about -50 dBm between 15 and
50 MHz. In this record, as was the case for the ignition key buzzer,
much energy is épread across the band.

The data in Figure 2.12 (d)are recorded with the engine idling. It
is assumed that the principal noise sources are the ignition system and
the alternator. A general decrease in amplitude with increasing fre-

quency 1s observed.

2.3 Power Supply Varlations and Severe Transient Characteristics

A task in the earlier study (Espeland, et al., 1975) was to assess

the internal electrical environment of the motor vehicle. The resultant
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Re roduced from
bes available copy.

search indicated that the information available deali‘ED _inly w1th
P

variation% and’ regulatlon of the automotive primary

G s e

er supply and
with determinatlon of expected maximum transients and.sw1tch1ng vol—

tages. Certa{n other data dealing w1th general noise backgrounds also

L N R

were available._ S, T "‘f“”' s ;fI

ConSLdering that these subjects had been qulte well researched

these measureméhts were not repeated’dn’ thls stu&y' 'However 1t is

- considered advisable to include summarles of that study in thlS .report
in order that a‘complete picture of the motor vehlcle elecéflcal en-

vironment ba-presented here. The followzng material is takEn from the

1975 study“mhzrb the reéferences cited are the oxigin odata sources.mq

. Luwr YIRS T RTIRURIPERNNELS TS, o E E R iR S € TERREAL S -‘e‘-_

2.3.1 Voltago Regulatlon

The normal operating range (McCarter, 1974) of the line voltage for
a vehicle is between 10 and-l& ‘¥ dc. Abnormal line voltages -are caused
during cold cranklng, €.8., at -20 F, the line voltage can drop . to 4 5 Vv
dc. Other abﬁormal condig%gui}occur during Jumper starts, when gatages

and emergency“ﬁaaé't tﬁlce faellxties of ten use 2& v and sometlmes 36 v

sources. These voltages may - be sustained for as- 1ong as flve minu;es.

b e, e e JIEENT

They may even be aocidently applled in reverse’ polarlty.y

There is another:dondition which will cause abnormai’ line voltage;
it requires equlpment malfuhction. Failure of the alternator voltage
regulatlon may. cause the llne voltage to rise to- 17 V ~If Ehls con—
dition exists for a long period of time, the electrolyte in the battery
may boil away. Voltages of 75 to 130 V have been observed when the
electrolyte boiled off. This problem is usually detected and corrected

before the exkreme.boltages a:e ‘Teached.

Table 2, ﬁ summarizes thesa aut0m0t1VL voltdge regulation charaCd

teristicg. L
Table 2.4 Automotmvc

‘Vol%& o-chulatlon Lharactergst1gw‘(ﬂftar SAl 1974)

CondltJon““ 2t Voltage ; o
Normal operat:,né,.-..veﬁxc_le__.__;_ ~16 V max e L
nider ;E G 1402 W nomlnal”“ :
10 V min =
Cbld cranking at —20 F ( 29 C) 4.5 V
Jumper starts 2. 26~36 V for five min.
Q;:-A, AR Reverse polarity
Voltage regulator failure 17 v

Battery electrolyte boil-off=:.. 73 V - 130V
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2.3.2 Transients

Three principal types of automotive power line transients are
encountered. These are the load dump, inductive switching, and sl-
ternator field decay.

Load dump transients occur when the alternator load is abruptly
reduced. This sudden reduction in current causes the alternator to
generate a voltage spike. This creates a worst case situation for two

reasons:

1) the battery acts like a capacitor and absorbs the

transient energy, and ‘

2) a discharged battery creates the greatest single load

on the alternator, and to abruptly remove it causes
greatest possible load change.

Transient voltages as high as 125 V have been reported with
rise times of 100 us.. Decay times of 100 ms td 4.5 5 have been re-
ported.

Inductive locad switching transienfs are caused by solencid and
motor fields switching. These occur when an inductive accessory is
turned off. The severity is dependent upon the magnitude of the switched
loed and the line impedance. These transients take the form of a large
negative peak followed by a dampened positive excursion.

Alternator field decay transients produce negative pulses which
occur after the field is disconnected from the battery when the ignition
switch is turned off. The amplitude is dependent upon the voltage
regulator cycle at the time of shut down and varies from -40 to -100 V
with a duration of 200 ms. Table 2.5 summarizes these three types of
transient characteristics.

. Table 2.5 Automotive Transient Voltage Characteristics
{After McCarter, 1974)

Max,
Type Amplitude Rise Decay Remarks
Load dump 125 v 100 ms 0.1-4.5 s Damage potential
Inductive -210/+80 Vv 320 us Logic errors
switching
Alternator -100 v 2 ms 200 ms Occurs at shut-
field decay down only




2.3.3 Electrical and Accessory Noise

This noise will normally have a repetition rate which is dependent
upon the characteristic of the interfering device or engine. A sSummary
of automotive, electrical, continudus-noise characteristics {including

ignition noise) is shown in Table 2.6.

2.4 Chassis DC Resistance Measurements

Grounding and bonding is & topic covered in Volume 3 of this
report. It treats the problem of establishing idw-impedance paths to a
reference within the powér and signal circuits of an automobile. Of
interest in this regard is an assessment of how well selected vehicle
chassis points offer low-impedance paths to the power supply ground.
Such a set of measurements was made and a description of the technique
used and the results obtained are given below.

A block diagram of the test equipment is shown in Figure 2.13,
The instruments uséd were a power supply, an ammeter, and a digital
voltmeter. By setting the power supply to deliver one ampere to the
test point, the voltmeter‘is calibratable to a tenth of a milliohm. The
data presented in Table 2,7 has been rounded te the nearest millichm. |

The data in Table 2.7 has been grouped by chassis function such as
ground, ground wires, housings, frames, and axles. There is likewise a
clustering of the data values within these function descriptions. The
results are self-evident. The listed values are averages and are re-
ferred to the engine at the ground strap bolt for a ground lead between
the engine and the frame. The battery ground (negative post) is tied to
another point on the engine.

The significance of these values is that they represent the actual
ground value at these several points and indicate the better points at
which to establish a ground when adding circuits.
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Table 2.7 Chassis DC Resistance Measurement

FLINCT TON. LOCATION - RO TsTANCL (ML s
Ground 1.) Starter Solenoid (Right Front Femder) I 1
2.} Battery Post {(Negative) . l 1
3.} Engine~To-Fire~Wall Cable : 2
4.} Instrument Panel : 2
5.} Hood Grounding Tab 1
6.) Head Lamp Groung Lug (Left) ; ]
7.} Head Lamp Ground Lug (Right} ] 3
8.) Tail Lamp Ground Lug (Left) ’ 2
9.) Dome Light Ground 3
Ground Wires 1.) Tail Lamp Ground Wire (Left) 22
2.) Tail Lamp Ground Wire {Right) 13
3.) Park Lamp Ground Wire (Left) 22
4.) Park Lamp Ground Wire (Right) ’ : 43
5.) Head Lamp Ground Wire (Left) _ 22
Housing 1.} Tail Lamp Housing (Left} 25
2.} Tail Lamp Housing (Right} : 24
3.} Cigar Lighter Housing 16
Frama 1.) Alternator 1
i 2.) Rear Seat Frame 1
| 3.} Front Seat Frame 1
4.) Front Door (Left) 1
: 3.} Rear Door (Left) 4
% €.) Tailgate Door 6
[ 7.) Hood Hinge 4
i 8.) Front Bumper 10 .
9.) Rear Bumper g
Axles ® 1.) Rear Axle (Right) 104 (0.104 ohms)
2.) Front Axle Shaft (Right) 1416 (1.416 ohms)
3.) Front wheel (Right) ’ 1440 (1.44 ohms)
'4.) Front Wheel {Left) 1060 (1.06 ohms)

*Vehicle not equipped with a radioc - the grounding modification kit
(axles) was not installed.
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3.0 TFIELD-TO-WIRE COUPLING ANALYSIS

An area of concern regarding electromagnetic interference of motor
vehicle electronic subsystems is the Suscebtibility of these devices to
external electromagnetic fields. These fields could be generated in
external environments such as those described in Section 2 of the
earlier study (Espeland, et al., 1975). Identified as sources of
potential interference were broadcast stations, radars, mobile radios,
power transmission lines, and others. Various internal source fields
have also been identified. .

Ag an aid to assessing the potential EMI from fields (external to

the subsystem), a Field-to-Wire Coupling Analysis Program (FTWCAP) was

used to model motor vehicle subsystem wiring and a specific analysis has
been done to assess levels of interference to.an Air Cushion Restraint
System (ACRS) from transmitted signals typical of a mobile radio umit.

The frequency vange explored was 100 to 200 MHz and the transmitter is

rated at 100 W peak ocutput.

This section describes the computer program, its adaptation to
analyze coupling to automotive cabling, and the results obtained from
this analysis as a function of frequency, shielding, aperture size, '
distance from source to aperture, and cable length. Other parameter

changes not incliuded could be number of wires and termination impedance.

3.2 The FIWCAP Model

The aléctromagnetic Field-to-Wire Coupling Analysis Program (FTWCAP)
is a2 modular portion of a comﬁuter progrém developed by MﬁDonnell—
bouglas Aircraft Company to predict and analyze electromagnetic inter-—
ferencé between avionics systems on aerospace vehicles (Bagdnof, et al.,
1971). The program is an analytic tool to aid the user in establishing
intravehicle electromagnetic compatibilities and is adaptable to nonavionic
systems on land vehicles. The Wire-to-Wire Compatibility Analysis
Progfam (WTWCAP), another modular portion of this same program, was used
in the 1975 study to evaluate potential wire-~to-wire coupling of con~

ducted signals in automotive cable bundles.
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The FTWCAP predicts electromagnetic interference where there is
radiative coupling from external electromagnetic fields into internal
wiring. The fields usually enter the vehicle through apertures (gaps or
openings) in the vehicle metal body and couple into wires immediately
adjacent. Thus, this form of interference normally occurs when bundle
routing necessitates positioning pertions of a wire bundle close to
openings in the vehicle skin. Most road vehicles have many such openings.
Some of these air gaps cccur around the hood, the fromt grill, and the
fenders. Some degree. of coupling can occur from reflected signals under
the car chassis where cabling may be exposed in the downward diractionm.

The analysis begins by using an electromagnetic wave propagation
model to calculate the rf power density from each radiating antemnna at
each aperture exposing the bundle. The program then uses WIWCAP for a
complete description of the wires with respect to wire routing and types
of termination. The indﬁced voltage across or current through the wire
terminations are determined using a transmission line model. The inter-
ference induced in the wire loads is then compared with the load suscep-
tibility to obtain the EMI margin., The EMI margin is only a relative
indicator of potential interference. If the susceptibility level of a
receptor is unknown, an arbitrary susceptibility level may be indicated.
In this specific exercise, the analysis of the air-cushion restraint
system cable, only the received signal data are presented for discus-
sion. The EMI margin levels are not used because the subsystem suscep—
tibility levels were not known.

The input data required by the program include: (1) definition of
the three-dimensional grid which describes the geometry of the vehicle;
(2} location and bandwidths of transmitters; and (3) aperture data, '
which includes identification, leocation, connector locations, and length
and width of each aperture. A maximum of ten apertures is allowed for
each bundle. The FTWCAP is stored on magnetic tape {or disk file) for
easy access to the computer. The input data are punched on computer
cards and read by the computer at execution time.

The output of the FTWCAP consists of a summary of the input data,
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an rf power demsity section, and a EMI margin section. The propagation
data for each aperture -and frequency is given in the rf power density
section. This includes the rf power densities in watts per square
meter, propagation path code, and shading from wings and fuselage. The
EMI margin section provides the information pertinent to the trans-
mission line calculation. For each receptor pin, the EMI margin, total
receivéd signal (magnitude and phase), shielding attenuation used, and
the susceptibility level are given.

3.2 Program Adaptation

The input data categories defined above indicate the types of data
needed to exercise the FIWCAP model. Rules and formats for specifying
..these data are set forth in the program. . Because much.of. the input data - -
is peculiar to a particular subsystem, a specific example has been
chosen to demonstrate the program capabilities and to analyze the
coupling that resulted. The candidate subsystem chosen for the adap-
tation and implementation of the FTWCAP program was an Air Cushion
Restraint System (ACRS). Tﬁe ACRS unit modeled for analysis cousists of
a bumper impulse detector,two electroexplosive devices (EED's), a
monitoring circuit, and intercomnecting cables. Upon impact, switches
in the series-wired sensors ciuse and provide a low impedance path for
current from the battery to the EED's. The EED's fire and inflate the
air cushions. The important characteristics of the system for analysis
in the model are: 1) the interconnecting cable wire parameters, 2) the
routing of this bundle within the vehicle, and 3) the terminating impedances
of the individual wires in the bundle. For this FTWCAP example, the
bumper sensor can be represented as an impedance. The following para-
graphs and figures set the rationale for selecting the input parameters
used in this analysis.

Figure 3.1 shows the major components of the system and the place-
ment of the compoments in a road vehicle. Of particular interest to
this program and the analysis of this system is the routing of the
approximately 11 foot long interconnecting cable near the hood-to~fender

aperture. It is this aperture~to-cable relationship that is analyzed in
this example.
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Figure 3.1. Air Cushion Restraint System
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A descriptive diagram of the cable bundle is shown in Figure 3.2,
It consists of four wires (two each in two shielded cables) that connect
the bumper detectors to the EED's. The overall length is set at 132
inches. The wires are designated as A, B, C, and D, and the termi-
nations and interconnections are shownm in the figure. The cable end No.
1 is at the sensor-recorder and cable end No. 2 is at the bumper de-
tector. The 1.5 ohm resistor between connector B1 and C1 represents the
equivalent resistance of the two EED's and series diodes. The 620 ohm
and 430 ohm resistors shown at comnector No. 2 are the open switﬁh
resistances of the two senscors. The .02 ohm resistance at Al represents
the internal resistance of the battery.

To orient the transmitter, the vehicle aperture, and the cable
relative to each other, a three dimensional grid is established. The
computer program designates butt line, water line, and fuselage line as
distances. Figure 3.3 is used to show references and distances for the
vehicle model, The key locatioms are'given as BL, WL, FS, which corres-
ponds to distance in inches along the butt line, water line, and fuse-
lage, respectively. These are convenient terms in the program, reflecting
the airceraft usage. Using this notation, (~10, 25, 60) places end No. 1
of the cable at 10.0 inches to the left of the butt line reference, 25
inches above the water line, and 60 inches to the rear from the fuselage
reference. The transmitcter is placed on an artifical wing, as dictated
by the computer model, the tip of which is 100, 1.0, 70. The aperture
center is at -20, 25, 40 and the end No, 2 of the cable is at -.7, 0, O.
3.3 Coupling Analysis

The scenario for this analysis was to assume a transmitter opera-
. ting in the 100 to 200 MHz frequency range with an output power of

100 W. These values were selected to match the operating frequency
range and power output of some mobile radio units. The transmitting
antenna which radiates the field is located 60 in. to the right of the
vehicle and 70 inches back from the front bumper. 1In the model, the
transmitter is placed at the tip of an artifical wing to represent a

source on another vehicle adjacent to the study vehicle.
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“Only one of the shielded cables in the bundle was analyzed. The
load points for which data 18 calculated were designated as Al’ AZ’ and
B1 of the upper pair of wires in Figure 3.2. Their respective terminating
impedances are .02 ohms, 620 ohms, and 1.5 ohms. The physical locations
of the cable ends and the aperture center point were selected to yield
{by internal computer program calculation) an overall cable length of
132 inches. This is the approximate length of the bundle. The desig-
nated cable ends and aperture center shown in Figure 3.3, produced an
overall length of 131.6 inches, placing the aperture center 23.5 inches
from cable end 1 and 108.1 inches.from cable end 2,

With the aperture center, cable ends, cable length, and impedance
parameters fixed as described above, & number of program evaluation runs
were made varying the operating frequency and aperture dimensions. The
results of these computer runs are listed in Tables 3.1 and 3.2. The

following data are included:

1) power density at the aperture (W{mz),

2) fuselage (body) shielding effect (dB),

3} wire cable shielding effect (dB),

4) received signal at the designated load points (dBuV/MHz).

The first three sets of data (Table-B.l) are functions of frequency

only, while the last set (Table 3.2) is a function of frequency and

- aperture size (dimensions).

For analysis, these data have been plotted in Figure 3.4 through
3.9. The data in the figures show the effect of fuselage shielding on
the power density and the effect of cable shielding on the received
signal. Also, the received signal variations are dependent on aperture
size and dimensions, transmitting frequency, aperture-to-cable end
length, and terwination.

The two séts of data in Figure 3.4 represent a plot of the rf power
density at the aperture as a function of frequency, and the amount of
signal attenuarion due to body shielding, also as a function of fre-~
quency. This shielding is the result of body metal obstructing the
direct path between the transmitting antenna and the aperture. Curve
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Table 3.1 Power Density, Fuselage Shielding, and Cable Shielding

Power Body Cable
Frequency Density - Shielding Shielding

(MHz2) (W/m?) (dB) (aB)
100 .4895 -3.2 -44.9
112.5 .4682 -3.4 ~44.2
125 .4490 ~3.6 -43.5
137.5 .4315 -3.8 -42.9
150 .4154 -4,0 - =42.3
162.5 .4006 -3,1 -41.8
175 . 3868 -4.3 -41.3
187.5 .3740 ~-4.4 -40.9
200 . 3621 ~-4.6 ~40.5
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Figure 3.4 Power Density and Shielding Attenuation vs. Frequency
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Figure 3.5 Wire Shielding Attenuation vs. Frequency
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number 1 shows the amount of shielding varying from a -«3.2 dB to -4.6 dB
in the frequency range from 100 to 200 MHz. The change in power density
over the same range is from .4895 W/m2 to .3621 mez. The ratio of
these two densities is 1.3 dB, indicating that the decrease in power
density at the aperture ié directly attributabie to body shielding.

The curve in Figure 3.5 shows the effectiveness of a shielded cable
on the net received signal. The received signal is attenuated by more
than 40 dB over that of an unshielded cable. The shielding effect-
iveness varies slightly with frequency. It 1s less at the higher fre-
quencies.

The data in Figures 3.6 through 3.9 represent the aperture and
frequency dependence of the received signals at the load points Al, A2
and Bl. {Respective impedances indicated in Figure 3.2.) Figure 3.6
represents received signal in (4B yV/MHz) for aperture sizes (4 in X 2
in) and (40 in X 2 in) at 100, 112.5, 125, 137.5, 150, 162.5 175, 187.5,

and 200 MHz. These data demonstrate wvariations as a function of fre-

quency and aperture size. These variations will be discussed using
Figure 3.7 thru 3.9. The main feature of the data in Figure 3.6, is
the apparent grouping of signal level as a function of termination.
The smallest received signals are predicted at Al (.02 ohms), the next
higher at Bl' (1.5 ohms), and the highest at AZI(620 ohms).

A second display of the data for Al, AZ’ and B. on a larger scale

along with data for apertures sizes 4 in X ,2 in ané 40 in X 20 in is
shown in Figures 3.7, 3.8, and 3.9. Three effects are apparent. The
first is the frequency dependence with as much as 30 dB variation ob-
served across the band. Calculations at frequencies between those for
which data was analyzed may reveal even greater variation. A second
effect that is apparent from the data is the grouping of results associated
with fixed aperture length. This is particularly observable in curves
(3) and (4) for which the length was 4 in. If an average level were
calculated for a given_aperture across the frequency band, the average
level of curves (1) and (2) would exceed the average level of curves (3)
and (4) by about 10 dB. This effect on signal level is attributable to

the increase in size of the larger dimension.
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The third observation of the characteristics of the data, and the
one most useful for specific application, is the relative signal ampli-
tude as a function of frequency. There is the expected strong inter-
dependence between frequency and aperture size. An example in the data
of Figure 3.9 is seen in comparing the signal levels at 125 and 150 MHz
for the 4 in X 2 in aperture (curve 3) and the 40in X 2 in aperture
{curve 2). At 125 MHz, the received signal is 131.9 dBuV/MHz in curve 2
and the received signal im curve 4 is 122.4 dBuV/MHz. At this fre-
quency, the signal for aperture 4 in X 2 in is 9.5 dB greater than for
aperture 40 In X 2 in. At 150 MHz, these relative signal levels are
reversed, with the signal for 40 in X 2 in being 33.6 dB greater than
for aperture 4 in X 2 in.

One additional program evaluation run was made to demonstrate the
effect of overall cable bundle length on signal coupling. This evalua-
tion was for only the 4 in X 2 in. aperture. The results are shown in
Figure 3.103, where the coupled signal levels of a 100 in cable are
compared to the coupled signal levels of the 132 in cable (the 132 in
length was used in all the previous analyses). The 110 in length of
cable represents a one-sixth reduction in overall cable length. This
data shows the expected definite frequency dependence of coupled signal

on the cable length.
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4. SUBSYSTEM SUSCEPTIBILITY TESTING

The circuit analysis models, electromagnetic coupling analysis
programs,'and component specification surveys used in the earlier study
(Espeland et al., 1975) established device sensitivity and noise im-
munity ranges for various types of electronic components. This infor-
mation is very useful in the selection of devices and components for
design, but does not address performance criteria of subsystems in the
automotive environment. It was for this reason that a subsystem suscep-
tibility testing effort was included in the present program. This
testing effort is directed toward conducted interference only.

Conductive susceptibility tests were performed on a speed control
subsystem and an antiskid braking module. Interference signals used in
the tests included rf pulses and dc pulses (square wave and exponential
transients)., Potentially susceptible points were selected for iater-
ference signal injection and appropriate upset points were monitored to
determine system performance degradation resulting from the injected
interference signals. Normal system operating modes were simulated for
the tests. - -

This section reports the preparation and procedures required for
this type of susceptibility evaluation, on the test plans and methodo-

logy used, and the results obtained,

4.1 Testing Preparation and Procedures

Most present day automotive electronic subsystems are either -
factory installed or are sold as add-on devices im kit form. Because
some of these devices are in a'developmental stage of applicaton to
automobiles, the functional diagrams and schematics which are normally
available for most electronic equipment are proprietary and unobtain-
able. Consequently, much searching and many contacts were required.to
obtain the modules, subsystems, and support literature necessary to

prepare properly a subsystem for susceptibility testing.
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4,1.1 Procurement of Equipment and Descriptive Documentaticon

The modules and subsystems can often Be obtained directly through
automobile dealers, whose repair and maintenance departments may have
these items in stock or can order them. Some equipments are available
only as factory installed items and others are prototypes and are
unavailable through normal purchase channels.

Documentation and information about any specific system to support

the test planning and equipment preparation necessary to interface with

. the test facilities and to conduct useful tests is not generally sold

with'the equipment. This information must be obtained through special
reduest to the manufacturer, through a search for articles in the open
literature, or by tracing schematics and functional diagrams from the
equipment itself. Even this last approach is not always feasible

because of coded identification of components.

4.1.2 Preparation of Subsystems for Interface and Operational
Synthesis

There are two ways to test subsystems. One method is to evaluate
performance and degradation during normal operation in a vehicle. This
technique requires considerable preparation of portable test equipment,
both to sense malfunctions and to determine the cause and evaluate the
severity of these malfunctions. A second technique is-to place the
subsystem .in an available test facility_where well-controlled tests can
be made. The second technique, however, requires a means for opera-
tional synthesis. The modules and subsystems that are being tested must
be made to function in those modes for which tests are desired. In each
of these'modes, the test facility generates the desired interference
signals and records the degree of functional performance obtained from
the unit under test. In the case of the speed control unit, a vacuum
pump was used as substitute for the manifol& vacuum. Also, it is
necessary to provide external power and to simulate any initializihg and
control functions. Such equipment as power supplies, signal generators,

pumps, etc. are used to provide the simulated conditions for bench

testing.
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4.1.3 Test Series

Two further steps leading to subsystem testing are the interface
with the facility and the preparation of the computerized control program.
rThe interface should in most cases be straightforward, because the
necessary requirements have been planned for in the preparation for
interface activity described above. The Direct Drive Facility at AFWL
in Kirtland, N. M, used in the evaluation of the subsystems described
below has provision for computer control of the actual test runs. A
short computer program was prepared, debugged and then used te control
the test cycle and the recording of the results. This program controls
the sequence of events, the levels, duration, and range of the various
test parameters used. A diagnosis is provided in the computer printed
documentation of the data and associated test and coatrol values (Greaves,
et al., 1975).

4.2 Test Activities (Speed Control System)

Two subsystems were selected for testing: a speed control sub-
system and an anti-skid brake control module. These particular devices
were chosen on the basis of availability of both the devices and docu-

mentation. The following paragraphs describe the preparations, proce-
dures, and results of testing.

4.2.1 Speed Control System

The electronic speed control unit selected for testing was a 1974
Philco speed contrql system used on 1974 Ford, Mercury, and Lincoln
passenger cars. This electronic automatic speed control system is
comprised of four major items: driver control switches, vehicle speed
sensor, amplifier or electronics module, and servo unit or throttle
actuator. The electromics module and the throttle actuator were pur-
chased from a local Ford Motor Company dealership. A laboratory box was
constructed as substitute for the driver control switches and a signal
generator was used to simulate the vehicle speed seusor.

The documentation obtained and used as reference material for
writing the test plan and preparing the unit for the rtest facility
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interface was a 1974 Car Shop Manual (Ford Motoér Co., 1974) and a
detalled paper (Follmer, 1974) which describes the design implications,
| and component function and system operations. The determination of
test signal characteristics to be used wﬁs based on a knowledge of
the expected electrical environment to be encountered and the capa-

bilities of the test facilities.

4,2.2 Speed Control System Test Plan

The speed control concept is illustrated in the block diagram shown
in Figure 4.1. An initial speed is set by the driver and stored in a
memory. This speed is compared to the actual speed signal from the
épeed sensor. Any error signals are amplified and applied to the servo
unit. The servo umit responds by cpening or closing the-fhrottle thus
changing the engine torque to compensate for the effect of road grade,

wind, etc. on the vehicle which caused the speed change.

4.2.2.1 Electronic upset testing _

The remainder of this test plan defines the rafionale for selecting
specific circuit points to be tested, the character of test signal to be
used in the test, and an outline of the test activities.

' Signals chosen for interference (upset) testing of the speed control
systém were rf pulses and de pulses.

These types of signals are indicative of the potential internal and
external interference signals determined from the survey of the auto-
motive electrical environment (Espeland, et al., 1975) and the measure-
ments made for section 2 of this report.

Individual test plan tables were prepared for each of the types of
interference listed above. The tables specify the injection points,
signal characteristics, monitor lécationé, and module status. Some
rationale is given to explain the choice of parameters and further

explanation is given in the discussion of the test results.

4,2,2.2 RF pulse tests

In the test preparation stage, to interface the speed control

subsystem assembly with the AFWL test facility, certain laboratory
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equipments are substituted for the automotive devices that perform the
same or similiar functions or provide equivalent signals. The following
bench equipment was used: an oscillator tc simulate the speed sensor, a
small control box to simulate the driver command signals, a vacuum pump
to simulate the manifold vacuum, and a power supply in place of the
battery. A road test showed that the frequency from a speed sensor was
2.5 Hz/mph. Using the 2.5 Hz/mph ratic required oscillator settings of
100, 125,-and 150 Hz to simulate the 40, 50, and 60 mph test speeds,
Swall variations in the settings simulated small variations in vehicle
spéed. The frequency oscillator signal was input to the frequency-to-
voltage converter shown in Figure 4.2, -

The driver command switches mounted in the steering wheel crossarm

were simulated by the control box, which contained simple combinations

of switches and resistors. This box was connected to the control logic
circuit. |

The laboratory vacuum pump was connected to the vacuum port on the
throttle actuator and the power supply (+12 V) was connected to the
power aceessory line to provide power ndrmally availéble'from the car
battery.

These substitutions permitted normal functioning of the subsystem.
The rf pulse tests outlined in Table 4.1 were performed with the module -
functioning te céntroi vehicle speed at 40, 50, and 60 ﬁph. The in-

' jection points (for interfering signals);.injected signal characteristics,

and the monitor locations used in the series of tests were determined
from a knowledge of potential interference, the capabilities of the test
facilities, and the most susceptible ﬁoints in the circuit.

The input control signals for this system are set by the driver.
The pulses are generated by the application of powerline voltages or
resistive shunts to ground. If a 12 V positive pulse should appear on
the driver signal line, the system could be turned on without a driver
command. If the system is operational under driver command, negative
pulses on the same line could activate the acceleration set, coast set,

or turn the system off.
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Table 4.1 RF Pulse Test (Speed Control Unit)

Injection Points

Power Line
Sensor Input
Control Line

Injected Signals (Characteristics)

Sinuscidal pulse at f = 3.7, 7.1, 14, 21, 30, 44, 52,
75 MHz. '

Pulse length - 10 ms

Pulse fise and fall time - fixed at 50 ns

Pulse amplitude - attenuation range of 120 dB in - 10 dB steps
Pulse repetition rate - 25 Hz asynchronous

Pulse train duration - 1.2 s

Monitor Location

Position Signal

Module Status
Simulated operation at 40, 50, 60 mph
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An interfering signal on this line could result in three possible

system upsets:

1) the wrong speed could be set in memory if the inter-

ference and "on" command are simultaneéus,

2) the vehicle could speed up if the unit is activated, and

3) the vehicle could slow down if the unit is activated.

Interfering signals on the vacuum and vent lines are not likely to
cause any serious problems because the resistance of the solenoids is
‘relatively low {90 ohms).

The position signal line could be susceptible to interference,
causing the throttle position to change through the differential actiom

-of the servo amplifier. However, this action must remain in harmony
with the memory and speed sensor for any action other than servo hunting
to take place. ' '

The power line is susceptible to all interference produced within
the vehicle as well as that which may be produced by external sources.
The abnormal transients produced by a véhicle that could appear on this
line during the course of normal operation would be caused by alternator
load dump and possibly other inductive load dump.

The selection of frequencies for rf pulse testing was made to
 represent the type of interference signals that could be produced by
equipmenf used in the Amateur Mobile, Citizens Band, or Motor Carrier
Radio Services._ The frequency bands for these services lie between 3.5
and 160 MHz. Fortunately, the majority of the radio services of in-
terest lie below 100 MHz, the maximum frequency of the AFWL facility.
The mobile transceiver frequencies of interest which are covered by the
AFWL facility are listed in Table 4.2:

Table 4.2. Mobile Radio Frequencies

Amateur Motor Carrier Citizens Band
3.7 MH=z _ 31.00 MHz 27 MUz

7.1 43.80

14 44.00

21 44.54

28 72.50

52 75.70
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The close spacing of some of the above frequency bands implies that
it is probably unnecessary to test all the frequencies listed above.

The frequency range is probably adequately covered by test frequencies
of 3.7, 7.1, 14, 21, 30, 44, 52, and 75 MH=z.

The mobile transceivers will emit a waveform with an initial
appearance of a cw signal until the operator starts his communication.
During a period of communication, the shape and frequency content of the
emitted waveform will depend upon the type of modulation employed (AM,
M, SSB, etc.). The initial choice was pulses 10 ms long at a repe-
tition rate of 25 Hz and a pulse train duration of 1.2 s.

The pulse amplitude was controlled by an attenuator (range 120 dB
to 0 dB). A maximym or high attenuation was set at the start of a test
and then decreased in uniform 10 dB steps. Details of amplitude control
are given in the section describing the results. Maximum input voltage
levels greater than 100 V(p-p) were used in the tests.

An upset for these tests was defined as a significant change in the
level of the position feedback signal from that observed during unper-
turbed operation. A level chénge of 0.1 Vdc, which corresponds to

approximately a 4 mph speed change, was considered significant.

4.2,2.3 DC pulse test

The dc pulse tests were planned according to the détails of Table
4.3. The test configuration remained the same as fof ﬁhe rf pulse
tests.

The selection of ﬁulse amplitudes and duration was based on the
information available from the measurements tests of motor vehicle
electrical signals. The range of injected signals should compare to

those measured.

4.3 Speed Control Test Results

The test data presented in this section resulted from tests con-
ducted at AFWL, Kirtland, NM. Except for the passive circuit impedance
measurements, all the tests were performed under simulated operation

modes as discussed inrthe Speed Control System Test Plan (4.2,2). The

rf pulse tests (Table 4.1) and the dc pulse tests (Table 4.3) were
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-Table 4.3 DC Pulse Tests (Speed Control Unit)

Injection Points

Sensor Input

Control Line

Signal Injected

Pulse amplitudes - Both positive and negative (0-to-peak)
' 120 dB to 0 dB - 10 dB steps, |

Pulse duration - 0.03, 0.3, 3.0 ms
‘Pulse rise and fall time - 25 us
Pulse repetition rate - 500 pps at 0.03 ms

50 pps at 0.3 ms

S pps at 3.0 ms
_all asynchronous

Pulse train duration - 1.2 s

Monitor Location

Position signal

Module Status

Simulated operation at 40, 50, 60 mph
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followed except when results indicared redundant testing or circuit
characteristics dictated unrealistic interference conditions. These
discrepancies are described with the presentation of data.

Prior to the direct-drive conductive interference testing, im-
pedance measurements were made of the designated drive points on the
circuit to be tested. These measurements were made with the HP 85434
Automatic Network Analyzer. During these tests, the circuit was passive
(unpowered). The results are discussed in Section 4.3.1.

The direct-drive conductive interference testing was performed
using the Programmable Universal Direct Drive (PUDD) system. This
system places under computer control the source generators, functional
monitors, and computer peripheral elements. The pre-programmed commands
cycle the test parameters (frequen6§; amplitude, duration), monitor
upset conditions as thgyﬂdécﬁr, and print out the results.

Upset cond;tibﬁé resulting from rf and dc pulse interference are

reported below for three circuit injection points.

%4,3.1 Circuit Impedances

The data in Figures 4.3 through 4.5 show the magnitude of input

impedance at the three injection points. These are, respectively, the

sensor line, the control line, and the power line. The range of mea-
sured values is generally below 250 ohms, except for the lower frequency
data from the sensor input whose values run to about 2000 ohms at.l MHz.
The impedances are highly variable within the frequency range from 1 MHz
to 100 MAz. Lowest measured values are about 5 ohms in the 20-80 MHz
region. This information is useful in setting up the test experiment
and in interrupting the upset results.

4.3.2 RF Pulses Testing

The speed control system upset tests were conducted using the PUDD
system to control the injected signals and to monitor upset levels. The
block diagram in Figure 4.6 shows the interface of the circuits under

test and the testing facility. The test unit in the diagram identifies
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the injection and monitor points. The interference signal s0ufce and
operator console represent the PUDD drive amplifier and interferemnce
signal control. The low-pass filter isolates the normal signal source
at the injection point from the interference source. The upset monitor
measures a reference voltage, which is set under a no-interference
condition. When this reference voltage varies by a predetermined
amount, an upset has occurred.

The detailed test procedure for the rf pulse tests was as follows:

1) check power supply, vacuum setting, and the simulated speed,

2) initialize the equipment (let the cruise speed control

stabilize),

3) type in the interference test frequency, and

4) type a run message.
With this input information, the system automatically runs through a
test sequence. It drives the test point with rf pulses tbursts) that
are 10 ms wide and occur at a pulse repetition tate of 25 Hz, which
yields a 25% duty cycle. The pulse train duration is set for 1.2 seconds.
‘A vepresentative picture of these signals is shown in Figure 4.7. The
rf pulse at the drive line termination is shown in Figure 4.7(a), and
this same signal mixed with the sensor input is shown in Figure 4.7(b).
This signal is at 7;1 MHz with 24 dB attenuation. The signal amplitude
starts at 120 dB below 2 maximum level that the system will deiiver to
the test port. This level is frequency dependent. The amplitude of the
injected sigﬁal is increased in 10 4B éteps, and the circuit is tested
for an upset condiﬁion during each cycle. An upset is defined as a
change that is greater tham 0.1 V in the signal measured at the position
signal potentiometer in Figure 4.2. This corresponds to a vehicle speed
change of 4 mph. If no upset is encountered, the circuit is allowed to
stabilize and the next higher level (10 dB) signal is injected. If an
upset occurs, the injection signal is reduced by 10 dB and a rerun is
made at that level. Then the level increments are increased bj 3 dB
until upset again occurs. This permits finer testing resolution and
rechecks that the upset was due to inte;ference and not to other system

disturbances.
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- If no upset is encountered, the test cycle continues until maximum
signal (0 dB attenuation).
The information in Table 4.4 shcws the data produced during a test
- cycle with signals injected at the sensor line input at 7.1 MHz, This

table is typical of the data produced during a test run.

4.3.2.1 Sensor input interference
A data table similar to Table 4.4 (sensor input as injection point)
was produced for each of eight test frequencies at simulated operating
speeds of 40, 50, and 60 mph. The results of these tests are plotted in
Figure 4.8. These curves show the rms upset voltage (or maximum drive
voltage with no upset) as a function of test frequency. All points
indicate upset, except for the 40 and 60 mph data at 44 and 52 MHz and
for all speeds at 75 MHz.
We observeéd that:
1) at all speeds, the upset sensitivity decreases with
increasing frequency;
2) results were not dependent on speed; and
3) this test point is not a highly susceptible circuit
point.
The lowest injectlon signal level for which upset was recorded

occurred at a frequenéy of 3.7 MHz. The input level was 1.5 ¥V (rms).

4.3.2.2 Contreol line input interference

Tests similar to the sensor input tests were made using the control
line as the injection point. These tests were conducted aﬁ simulated
operating speeds of 40 and 50 mph. The results from these tests are
shown in Figure 4.9. This is a plot of data (upset veltage vs. test

frequency) similar to Figure 4.8. For these injection points, all data

shows upset except at 1 MH=z.

The following comments regarding this data are in order:

1) the lowest injected signal level for which upset was

observed occurred at 2.85 V (rms) at the test frequency of
14 MHz,

2) there was a difference in the data record for the two

operating speeds,
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Table 4.4 Upset Test Date (rf pulses)

Sensor Line

Position Voltage (V) Attenuation (dB)
4,327 124
4,326 119
4,326 1p¢
4,326 9p
4,326 8¢9
4,326 78
4.326 : 68
4,324 s
4,318 49
4,286 3¢
4.p26 29
4,271 3¢
4,254 27
4,216 24

REF. POSITION VOLTAGE IS 4.328

TEST FREQUENCY IS 7.1 Mz

UPSET OCCURRED DURING PULSING SEQUENCE
PULSE LEVEL = 24 dB |
POSITION VOLTAGE - 4.216
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3) the frequency range of 20 MHz to 40 MHz is less susceptible
than at frequencies immediately above and belew this range, and

4) this test point is not a highly susceptible point.
4,3.2.3 Pover line interference

The third circuit point selected for rf pulse interference tests
was the power line. Tests at this point were conducted at the simulated
40 mph operation only. The results of this test are shown in Figufe
4.10., No upset was reached at 7.1 MHz and at 30 MHz. The lowest upset
injection levels were 4.28 V (rms) at 44 MHz and 3.92 V (rms) at 75 MHz.
Only limited tests were made at this point, because it is not considered
a vulnerable c¢circuit point.

4.3.3 DC Pulse Testing

Similar test procedures were followed to conduct the dc pulse
testing of the speed control system ;s were used to conduct the rf pulse
tests.'.The rf signal synthesizer used in the rf pulses was replaced by
a dc source, and the dc pulses were defined as either positive or nega-
tive polarity, and in terms of a pulse repetition rate (PRR) and pulse
width or duration. The pulse train duration remained at 1.2 seconds.
Using the same upset criteria as described for the rf pulses and the
initial 120 dB amplitude setting, a series of tests were conducted to
test the‘speed control system for susceptibility at the sensor line and

the control line. The results of these tests are discussed below.

4.3.3.1 Sensor input interference
' The outline for dc pulse tests in Table 4.3 was followed for these
tests. The diagnostic print-out format includes the injection point,
 initial upset reference voltage, simulated vehicle speed, PRR, pulse
width, attenuation setting, and corresponding monitor voltage. If upset
_occurred, this information is also printed out. Typical run data are
shown in Table 4.5.
The composite results of these test runs are shown in Table 4.6.

Tests were made at 40; 50, and 60 mph. Upset was obtained for each of
the three positive and three negative pulse conditions at all three

simulated speeds. Furthermore, there is only a small difference in the
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Table 4.5 Upset Test Data (dc pulseS]

Sensor Line

Position Voltage (V) Attenuation (dB)

4.255 129
4,256 119
4,256 : 149
4,256 99
4,257 8¢
4,256 - \ 79
4,257 . 68
4.256 _ sP
4,257 ap
4,257 3P
4.p41 \ 2
4.249 3P
4,147 27

REF. POSITION VOLTAGE IS 4.254
REPETITION RATE = $f Hz

PULSE WIDTH = 9.pPp3 sec.

UPSET OCCURRED DURING PULSING SEQUENCE
PULSE LEVEL = 27 dB ATTENUATION
POSITION VOLTAGE = 4.147
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Table 4.6 DC Pulse Tests (velocity semsor line)

Speed Control System

Voltage Upset Level (volts)
Polarity PRR Width (ms) 40 mph 50 mph 60 mph
POS 25 3.00 1.6 1.6 1.6
POS 50 0.30 1,1 1.6 1.6
POS 500 0.03 1,2 0.9 1.7
NEG 25 3.00 1.9 1.1 1.7
NEG 50 0.30 2.9 1.1 1.2
NEG 00 0.03 1.1 1.1 i.6
85




upset values, ranging from 0.9 V to 1.7 V for the positive going signals
and 1,1 V¥ to 2.4 V for the negative going pulses. The average zero-to-
peak value for the 18 tests is 1.44 V. Also, there appears to be
negligible correlation of the results as a function of simulated vehicle
speed and as a function of the pulse characteristics (such as PRR and
pulse width). One conclusion that is noteworthy is that the average
upset level (1.44 V) is almost equal to one-half of the simulated

sensor peak-to-peak voltage. This indicates that as the interference
level approaches in amplitude equal to the zero-tc-ﬁeak amplitude of the
sensor output the added pulses simulate an increased velocity and the
servo action tends to slow the vehicle down. As the position signal
potentiometer moves outside the 0.1 V limit, an upset is sensed.

The waveform pictures in Figure 4.1l show both the sensor ocutput
signal and the interference pulses. The signal in Figure 4.11(a) is the
dc interference pulse only and in Figure 4.11{(b) is the combination of
the sensor output and the interference pulses, Amplitude and sweep
settings for both pictures are 1 V/div and 20 ms/div. ThePRR is
25 Hz and pulse duration is 3 ms. The sensor frequency was set at
125 Hz,
 4.3.3.2 Control line input interference

Thé results of the tests injecting dc pulses onto the control line
are shown in fable 4.7. The same pulse characteristics were used as for
the sensor input tests. Simulated vehicle speeds of 40 and 50 mph were
used. This circuit point is less susceptible to this type of inter-~
ference than was the sensor line. Maximum levels of 21 to 25 V (zero-
to-peak) were injected without upset. The data does show, however, that
the control line is more susceptible to negative pulses than to positive
pulses. This result can be expected because the control line is used to
change the system operating mode. When the system is turned om (power
on), the control is at +12 V. To "accelerate-set," a control button is
pressed that lowers this voltage to approximately 9 V, and to "coast-

set,"” a control button is pressed that lowers this voltage to approxi-

mately & V. The hypothesis that negative pulses at the control point
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Figure 4.11 Interference Pulses (de)
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Table 4;7 DC Pulse Tests (control line)

‘Voltage Upset Voltage

Polarity PRR Width (ms) 40 mph 50 mph

POS _ 25 . 3.00 +8v, -3V No upset (+26,-~10)
POS 50 0. 30 No upset (+25 V) No upset (+23V)
POS 500 0.03 No upset (+21 V) No upset (+21V)
NEG 25 3.00 -8V, +3V ' +2V,-8V

NEG 50 0.30 - 14V -7V

NEG . 500 0,03 No upset(-21V) No upset (-21V)
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enhance an upset conditlon is that the pulse train reduces the average
level at this circuit point until the 9 V level is reached and thg _
system is inadvertantly put in the "accelerate-set" mode, causing the
upset monitor level to exceed the prescribed limic.

The recorded upset voltage for the plus and minus signals at PRR=25
and width=3 ms (Table 4.7) show both & positive and negative amplitude,.
This amplitude designation was used to identify the exponential wave-
forms that resulted from capacitive coupling of the source to the con-
trol line. This mode of coupling was used to prevent source loading.
Such loading would cause a shut—off condition at the control line.

The picture in Pigure 4.12 shows the differentiation of the leading
and falling edges of the input pulse to produce an exponentially shaped
interference signal. This shape is typical of those encountered in the
measurements tests discussed in Section 2 of this report. The amplitude

and sweep settings were, respectively, 5V/div and 1Oms/div.

4,4. Test Activities (Antiskid Brake System)

The second subsystem for which test activities were planned was the
anti-skid brake system. The following paragraphs describe the pre-

parations, procedures, and results of testing.
4.4.1 Anti-Skid Braking System

The electronic anti-skid braking controller module selected for
testing was a Kelsey-Hayes M26 Sure Track Anti-Skid System used on
luxury-class Ford Motor Company cars. . The anti-skid system is comprised
of three major components: a mechanically driven electromagnetic semsor
at the rear axle drive pinion, an electronic contrecl module, and a
vacuum powered actuator to modulate the brake pressure as skid con-
ditions are approached. Only the electronic control module was pur- °
chased for these tests. The electromagpetic sensor signals are simu-
lated using a voltage controlled oscillator and the vacuum powered
actuator load is simulated with a resistor load. A 3A, 12V power supply
replaces the battery function. In the test configuration, the elec-

tronlc control module is made to cycle through a series of accelerate-
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Figure 4.12 Interference Pulses (exponential shaping)
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decelerate actions, where a poertion of the deceleréte cycle is at a
sufficient rate to cause output signals for brake modulation.

The documentation used as reference ﬁaterial for writing the test
plan and preparing the unit for the test facility interface was a 1974
Car Shop Manual (Ford Motor Company, 1974), an article by Lapidus (1973),
and a schematic diagram on which some of the .component identification
ﬁad been removed. The diagram proved very useful for identifying

copnector inputs and outputs, however.

4.4.2 Anti-Skid Brake System Test Plan
A generalized block diagram of an adaptive feedback controller

which is representative of the anti-skid systems in production is shown
in Figure 4.13. : f
4.4.2,1 System operation

The ac tachometer senses wheel speed and sends audio frequéncy
information to an electronic control module. The frequency-to-voltage
converter generates a dc voltage proportional to wheel speed. When the
wheel deceleration approachés a lock-~up condition, the degatiﬁe rate
detector uses this information as a necessary condition for removing (or
reducing) the brake pressure from the wheels which are starting to lock
up. An estimate of vehicle velocity can be obtained from the whegl
spead by using peak detecting circuits. The vehicle velocity estimate,
detected negative rate, and sclenoid drive status are combined Lo
generate the enabling signals at the AND gate indicating that excessive
slip has occgrred. The solenoid driver is then allowed to actuate the
wodulator which momentarily removes brake pressure from the wheels
starting to lock. For the sake of simplicity and power efficiency the
modulators are onfoff in controlling brake pressure with a pulse rate of
- the order of 4 Hz, '

The relationship between the wheel and vehicle velocities is shown
in Figure 4.14. . The graph is a plot of relative velocity vs time. When
the driver applies the brakes, the wheel velocity decreases according to

the curve indictated as wheel speed in the figure. As the deceleration
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Figure 4.14 Wheel and Vehicle Velocity Relationships
(SAE, 1975) (Reprinted with permission,
"'Copyright (©) Society of Automotive Engineers,
Inc., 1974, all rights reserved.')
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rate approaches the slip limit, the anti-skid medulator momentarily
releases the pressure. This causes the actual brake pressure at the
wheel to cycle through a range that is near maximum without a skid
condition occuring. This range is maintained until the vehicle is
stopped or until the master brake pedal pressure is released.

Anti-skid systems are installed in vehicles in a variety of con-
figurations. Some passenger vehicles have only rear wheel implemen-
tation while others have four wheel implementation. Heavy trucks use
both wheel-by-wheel and axle-by-axle implementation. Where axle-to-axle
configurations are used the number of anti-skid modules required is

reduced.
4.4.2.2 Electronic upset testing

The rationale behind the plans for this testing procedure is the
same as for the speed control unit. The three signal types chosen for
testing of the anti-skid module were rf pulses, cw signals, and dc

pulses.

The individual test plan tables prepared to test the types of
interference are specified in Tables 4.8, 4.9, and 4.10. These tables
specify the injection points, signal characteristics, monitor locations,
module status. '

4.4.2,3 RF pulse tests ‘

As stated earlier, the module being tested is the electronic
control unit. A diagram showing the laboratory equipment used in the
synthesis of the anti-skid system operation is shown in Figure 4.15.
The circuit board input pin identifications were taken from a circuit
diagram obtained from a Kelsey-Hayes representative. The voltage

- oscillator set at .066 Hz controls the acceleration-deceleration cycle

used during the test period. The sine wave drives the voltage-con-

‘trolled-oscillator (VCO) output frequency through a range from approxi-

mately 50 Hz to 3400 Hz and back to 50 Hz. These output frequencies
from the VCO simulate the wheel sensor output over a velocity range 6f 2
mph to 136 mph. During the deceleration portion of this cycle, a rate
is reached that approaches the slip limit (Figure 4.14). The negative

rate detector in the control module senses this rate and activates the
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Table 4.8 RF Pulse Tests

Injection Points

Sensor Hi-Lo (pins 2 § 3)
Fused B+ (pin 12)

Signals Injected

Sinusoidal pulse at f = 3.7, 7.1, 14, 21, 30, 44, 52, 75 MHz.
Pulse length - 10 ms

Pulse rise and fall time ~ 10 us

Pulse amplitude - attenuation range of 120 dB - 10 dB steps-
Pulse repetition rate - 25 Hz asynchronous

Pulse train duration 5 seconds

Monitor Locations

Solenoid (pin 6)

Module Status

Deceleration (maximum to zero)
a) interference

b} non-interference
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Table 4.9 CW Tests

Injection Points

Sensor Hi-Lo (pins 2 § 3)
Fused B+ (pin 12)

Signals Injected

Sinusoidal signals at £ = 3.7, 7.1, 14, 21, 30, 44,.52, 75 MHz.
Signal amplitude - attenuation range 120 dB - 10 dB steps
Signal duration 5 seconds

Monitor Locations

Solencid (pin 6)

Module Status

Deceleration (maximum to zero)
a) interference

b} non-interference
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Table 4.10 DC Pulse Tests

injection Points

Sensor Hi-Le (pin 2 § 3)
Fused B+ (pin 12)

Signal Injected

Pulse amplitudes - Both positive and negative (0-to-peak}
attenuation range of 120 dB - 10 dB steps
Pulse duration - 0103, 0.3, 3.0 ms
Pulse rise and fall times - 25 ps
Pulse repetition rate - 500 pps at 0.03 ns
50 pps at 0.3 ms
5 pps at -3.0 ms
all asynchroncus
Pulse train duration - approximately 5 seconds

Monitor Locations

Solenoid (pin 6)

Module Status

Deceleration (maximum to zero)
a) interference:

b) non-interference
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solencid driver. The solenoid output on the control module drives the
modulator solenoid. In the test set-up, this solencid load is simulated
~ with a resistor-lamp combination. The lamp is lighted during each
solenoid driver command. In an actual vehicle operation, the solenoid
releases brake pressure to the wheel and the wheel accelerates to the
vehicle velocity at which time the driver cycles through a braking '
condition again and the wheel decelerates. This on-off raﬁe'is con-
trolled by the inertia of the wheel, allowing for about 4 cycles per
second, In the test set-up, a signal is feed-back from the anti-skid
module to the summing circuit to siﬁulate the wheel velocity increase
normally derived from the wheel sensor. The wheel inertia is simulated
by the low-pass filter in the feed-back loop. The VCO thus controlled
does simulate this velocity variation. This anti-skid control action is
maintained until the vehicle is slowed to a near stopped condition or
until the master brake pressure is released. The complete accelerate-
decelerate cycle simulation occurs in ébout 15 seconds and the anti-skid
control module modulation action is for'only_a portion of the decelerate
part of the cycle. | - '

The pictures shown in Figure 4.16 are of oscilloscope tracings in
the X-Y mode. The Y-axis input is the output from the low frequency
oscillator in Figure 4.15 and the X-axis input is the frequency-to-
voltage converter ou"tppt .(a part of the control module). The lower
‘straight line trace in each picture represents the frequency-to-voltage
output as the oscillator which simulates wheel velocity accelerates from
about 50 Hz to 3400 Hz.

The horizontal lines at each end of the traces represent the cut-
off limits of the circuitry. The upper line represents the decelerate
portion of the cycle. This line is nearly a retrace of the acceleration
portion (due to symmetry of the controlling sine wave) until the nega-
tive rate detector senses a slip limit and the brake wodulation com-
mences. The remainder of the deceleration trace as shown represents the

wheel velocity variation as converted by the frequency-to-voltage con-
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Figure 4.16 Waveforms Representing the Acceleration-

Deceleration Cycle of an Anti-skid Control
Module




véerter. This modulation continues until the lower limit of the cir-
cuirtry is reached. The data in the pictures of Figure 4.17 show the
senséd frequency due to a simulated wheel velocity variation. The trace
in Figure 4.17 (a) starts with a wheel sensor output frequency of 450 Hz
at the left, decreasing to a low of 225 Hz, and then increasing again.
This represents a brake pressure modulation showing a pressure release,
a pressure increase, and then a release again. These frequencies
convert to wheel velocities at about 18 mph and 9 mph. The data in
Figure 4.17 (b) is similar to Figure 4.17 (a), representing wheel velo-
cities of 10 mph and 5 mph.

The coupling transformer in Figure 4.15 provides a balanced input
to the anti-skid module, and the amplifier provides gain in the drive
circuit for the VCO. The low-pass filter eliminates any high frequency
coﬁponents from the VCO and simulates wheel inertia. This is compati-
bile with the 4 Hz brake actuator modulating rate.

The most likely source of externally generated upset signals are
- pickup and conducted signals on the interconnecting cables of the anti-~
gkid system. TFigure A.LB-shows the typical component placement for a
skid control system on a Lincoln Continental. Interconnecting wires are
used between the wheel velocity sensor mounted at the rear axle and the
control box in the glove compartment. Also, contrel wires run between
the control box and the actuator. A typical anti-skid installation on
heavy tractors is shown in Figure 4.19.° The length of the-intercon—
necting cables, ranging from 5 to 30 feet, combined with inadequate
shielding would make the computer module very susceptible to RF radia-
tion. ' |

A schematic of a Kelsey-Hayes passenger car brake control module
was used to identify the contrel board input contacts. Table 4.11 lists
the printed circuit. board contact numbers, function, and éstimated de

impedance at the opposite end of the connecting wires,
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(a) Vertical = 0.5 V/DIV
Horizontal = 20 ms/DIV

{b) Vertical = 0.5 Vv/DIV
Horizontal = 10 ms/DIV

Figure 4.17 Wheel-Sensor Type Signals Showing the
Effect of Brake Modulation
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Figure 4.19 Wheel and Axle Control Schematics (Kelsey, 1974)
(Reprinted by permission, Kelsey-Hayves, June 1574

POINT SENSOR AND EXCITER

1 !
—_——
1 COMPUTER MODULE

AND AIR CONTROL VALVE
{NOTE: FRONT AXLE

CBC INSTALLED WITH
AXLE CONTROL AND
POINT SENSOR ONLY}

COMPUTER MODULE
AND AIR CONTRQL VALVE

SENSOR- AND EXCITER

COMPUTER MODULE
AND AIR CONTROL VALVE

SENSOR AND EXCITER

POINT SENSOR AND EXCITER

COMPUTER MODULE
AND AIR CONTROL VALVE

AND AIR CONTROL VALVE

SENSOR AND EXCITER

COMPUTER MODULE
AND AIR CONTROL VALVE

"~ SENSOR AND EXCITEH
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Table 4.11 Control Board Pin Connections

Contact Number Function  Impedance
1 Not used -
2 Sensor Lo 2500 ohms*
3 Sensor Hi 2500 ohms*
4 Ground 0 ohms
5 -FSM switch 0 chms*
6 Solenoid ' 5 ohms
7 Not used ———
8 FSM switch 0 ohms*
9 | Not used -—
10 Lamp - ' 5 ohms
11 Lamp . 3 ohms
12 Fused B+ 0 ohms

* Impedance as seen from the paired contacts 2, 3 and 5, 8.

The rf pulse tests are outlined in Table 4.8, The same frequencies
are used as were selected for the speed control tests. Amplitude steps
and durations are changed to accommodate the differences in subsystem
functioning. The sensor input and B+ are selected for interference
signal injection, and the solenoid drive was used as a monitor. System
upset is based on a measure of the performance under interference

conditions as compared to non-interference conditions.

4.4.2.4 CW and DC pulse tests

The cw tests are identical to the rf pulse tests, with the ex-

ception that the signal duty cycle is increased from 25% to 100%. The
test details are outlined in Table 4.9, The dc pulse tests are detailed

in Table 4.10. These tests are very similar to the rf pulse tests.

4.5 Antiskid Brake System Test Results
There are many similarities between the upset testing conducted on

the antiskid brake module and the speed control unit described in
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Sections 4.2 and 4.3. The same test equipment was used to generate the
interference signals and the units were tested over the same frequency
range. The principle difference was the upset criterion, which, of
course, must be determined as a meaningful function of each system
operations.

Prior to conducting the upset tests'using the PUDD system, input
impedance measurementé were made of each proposed injection point.
These measurements were made with the HP 8543A Automatic Network Ana-
lyzer. The results are presented in Section 4.5.1.

The séme test point interface configuration (see Figure 4.6) was
used as in the speed éontrﬁl tests. The test outlines for the rf pulse
tests, the cw signal tests, and the dc pulse tests are shown, respec-—
tively, in Tables 4.8, 4.9, and 4.10.

4;5.1 Circuit Impedances

The data in Figures 4.20 and 4.21 show the magnitude of input
impedance at two injection points of the antiskid eircuit. These are
one side of a balanced input from the velocity semsor (pin 2) and the
power line (pin 12). The other side of rhe balanced input from the
sensor {pin 3) has an identical input impedance. - The impedance at the

sensor input varies from 800 chms at 1 MHz to below 10 ohms at 64 MHz

-and then goes to about 50 ohms at 100 MH=z.

The measured impedance at pin 12'(the 12 power line connection) is
30 ohms at 1 MHz, increasing to greater than 300 ohms at‘25 MHz. There
is a dip to 160 ohms at 30 MHz, with another peak at 32 MHz, From that
point, the impedance reduces to a low of less than an ohm at 75 MHz and
then increases to approach 25 ohms at 100 MHz. These impedances were
measured with the circuit unpowered.- The tra@sférmer éircuit used to
simulate the sensor input signals (see Figure 4.15), however, was in

place.

4,5.2 RF Pulse Testing
The circuit upset results obtained by injecting rf pulse signals at

the wheel sensor inputs are shown in Figures 4.22 and 4.23. These data
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are reépectively with injection at the -sensor "Hi" input (pin 3) and at

both sensor inputs (pins 2 and 3). The results obtained using these two
modes of injection are quite similar. No upset and/or high-level upset

was obtained at frequencies below 20 MHz. Above 20 MHz, low level upset
was obtained, with measured levels below 1 V (peak*td—peak) above

40 MHz.

The systems operation simulation, test set-up, and upset criterion
are all explained in section 4.4.2, The operatioms siﬁulation set-up
cycles the system Ehrough accelerétion—ﬁecelaration in a carefully
controlled and repeatable manner.‘.During'each deceleration, the skid
rate was approached at exactly the same time and a precise numbef of
brake modulations were counted before the vehicle was "stdpped.“ The
éritérion for upset waS'ﬁD-count the number -of modulations obtained
during a normal (nOn;intérfetgnce) cycle, which was then'compafed with
the number obtained during the interfefence cycle. If the count dif-
ference was three or more, an upset was obtained. A margin af three
difference assured that a real disturbance to the system had beén
obtained. The ﬁ#ca in Table 4.12 shows a typical test record. The
injection point was pin 3; the test frequency was 14 MHz. The ﬁable
shows the reference count (14) measured for each new atténuaﬁion setting
and the count during interference for the same attenuation_setting; The
attenuator changes in 10 dB steps until an upset is 6btained; _After the
first upset, the attenuator is increaséd by 10 dB and the advance
(decreasing attenuation) continues in 3 dB steps until uypset is again
obtained. Sevéral upset modes were observed during the testing of
this device. Distinction is not made betwegﬁ these modes in the results
shown in Figures 4.22 and 4.23. The data in those figures is merely a
plot of the results obtained from the printouts such as Table 4.12.
‘Additional monitoring confirmed the upset criteria and showed further
details of the system malfunction. Three distinct types of upset are
observed.

The data in Figures 4.24 through 4,26 represent the various modes

of upset cause by rf pulse signal injection at the sensor inputs. These
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Table 4.12 Antiskid Module Test Record

REFERENCE MODULATION TEST MODULATION ATTENUATION
COUNT . COUNT (dB)
14 .14 60
14 . 14 5p
14 ' 14 ap
14 S 14 39
14 | . 17 , 28
14 14 _ 39
14 o | 16. 27
14 .15 o 24

14 ' 17 21
TEST FREQUENCY IS 14 MH:z

UPSET OCCURRED DURING PULSING SEQUENCE.
PULSE LEVEL = 21 dB -
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(b}

Figure 4.24 Anti-Skid Accelerate~Decelerate Cycles
with Brake Modulation
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(b)

-Figure 4.25 Anti-Skid Accelerate-Decelerate Cycles
Showing System Upset Conditions
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Ll

Figure 4.26

(b}

Anti-Skid Accelerate-Decelerate Cycles
with System Upset Conditions
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are displays similar to Figure 4.16, depicting the acceleration-de-
celeration cycle discussad above. The trace in Figure 4.24(a) shows a
normal (non-interference) cycle. The normal number of counts (14) is
observed. The trace in 4.24(b) shows additional modulation pulses, .
indicating skid conditions even though‘the wheel deceler&tion was not
sufficient to warrant it. This condition of upset may not fepresent a
l#erious safety hazard, but d&es indeed represent circuit malfunction due
to inferference. {

The data in Figure 4.25 further represg¢nts circuit malfunctions
during interference conditions. The data ifh Figure 4.25(a) is similar
to Figure 4.24(b). The upset in Figure 4.25(z) 1is characteristic of an
early onset of brake modulation wﬁich occurred with an interference
signal of 1.5 V (p~p). The upset in Figure 4.25(b) occurred with an
interference signal level of 3.0 V {p~p), causing a condition of no
modulation. This upset condition would mean that the deceleration rate
was sufficient to require modulation, but that the interference pro-
hibited modulation from occurring and the wheels could go intec a skid.
This test was conducted with an interference frequency of 2] MHz. _
| The pictures in Figure 4,26 show two additional types of malfunc-
tion caused by interference signal injection at the sensor inputs. The
trace in Figure 4.26(a) shows an early onset of brake modulation fol-
Jowed by a lock-up in the released pressure state, This is a serious
malfunction manifest in temporary loss of brakes. This occurred with
1.5 V (p-p) injected signal at a frequency of 75.0 MHz.

The data in Figure 4.26(b) shows a skid condition malfunction
similar to Figure 4.25(b), but with a recovéry near.the end of tﬁe
braking cycle. This condition resulted from a 11V(p-p) injected signal
.at'5 MHz. _ '

The data in Figure 4.27 18 representative of the rf pulse injected
waveforms. The composite data in the figure is the 1.3 kHz sensor input
mixed with a 5 MHz rf pulse. The amplitude of the sensor signal is
slightly more than 2 V (p-p), and the peak-to-peak amplitude of the rf
pulse is about 10.5 V. This interference signal did cause an upset at
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I

Figure 4.27 Anti-Skid Sensor Waveform with RF
Pulse Signals Superimposed
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that frequency.

A second port selected for rf pulse injection was the 12 V power

-supply pin. This point proved to be quite susceptible to rf pulse

interference. The results of this test series are shown in Figure 4.28,
The circuit showed an upset at all frequencies for levels below 1.5 V
(p-p). This electronics module has been designed to operate over the
voltage range of 11-18 volts and has built-in protection against large
transients. These precautlons apparently have little effect in im—
munization to rf pulse interference. 7

4.5.3 CW Testing

The rf pulse tests described above were conducted usiﬁg a pulse
duty cycle of 25%Z. A second series of tests were conducted using the
same interference source, but with the duty cycle increased to 100%
creating a continuous wave (cw). The test plan outline in Table 4.9 was
followed. The results from this series are shown in Figures 4.29 and
4.30. Figure 4.29 gives the results with injection to both input points
(pins 2 and 3),-and the data in Figufe.h.BO reéulted from injection into
pin 2 only, the "lo sensor” port. '

The results of these tests were very similir to the results ob-
tained injecting rf pulse data into'these ports. Basically, the circuit
shows high immunity at the lower test frequencies and lower immunity as
the frequency increases. The variability of upset amplitude in the fre-
quency rangé between 10 and 50 MHz was more proncunced than for the rf
pulse tests.

4.5.4 DC Pulse Testing

Difficulty was experienced in effective coupling between the d¢
pulse source and low impedance or impedance critical circuits, without
severe signal reduction or circuit upset due entirely to coupling. This
problem was apparent in coupling the dc pulse to the control circuits
and to the power supply of the speed control module, and similarly was
experienced in attempts to couple to both the power supply and to the
sensor of the antiskid module. No tests were conducted using dc pulses
at the power supply port (pin 12). Adequate levels were injected to the

"1o sensor" port to cause upset, and the results of that test are shown
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in Tableré.ls. Also, tests were conducted injecting dc pulses into a
0.1 ohm resistor between the circuit ground and.the power supply ground.
This test was designed-tO'measure upset potential resulting from im—
proper circuit installatiom or circuit grounding. Although evidence of
minor disturbance was apparent on tﬁe mpﬁiioring oscilloscope, no formal
upset was recorded.  The maximum injected level for this test was 0.3 V.

The data in Table 4,13, at upset, was recorded with both positiveA
and negative (zero~to-peak) signals at the 25 and 50 pulse/sec repe-
tition rate. The upset occurred at negative amplitudes which were only
about one-half the positive amplitudes.

Pictures of the monitoring oscilloscope display (Figure 4,31},
'recording the accelerate-decelerate cycle (similar to Figure 4.24), show
upset conditions observed during the test. The trace in Figure 4.31l(a)
was recorded injecting de pulse amplitudes of +3.4 V with 3 ms pulse
width and a 25 Hz repetition rate at pin 2 (the lo sensor input). The
data recorded in Figure 4.31(b} is the accélerate—decelerate cycle using
dc pulses of amplitude 3.4 V with 0.3 ms pulse width and a 50 Hz repe-
tition rate. An upset was measured for both of the test runs shown
here. The data in Figure 4.31(a) shows evidence of the 25 Hz pulse
feeding through the sensor (ffequency—to-voltage) convertor.

& record of the injected signal which caused'upset in Figure
4.31(a)-is'shcwn in Figure 4.32(a), superimposed on the sensor input
signal at that port. The amplitude and sweep settings were 1 V/div and
5 ms, respectively. The sensor frequency was approximately 1.3 kHz.

The sensor signal and dec¢ pulse train which-céused an upset displayed in
Figure 4.31(b) is shown in Figure 4.32(b).
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Table 4,13

DC Pulse Tests (sensor line)

Voltage Upset Voltage

Polarity PRR Width (ms) (0-to~Peak)

PGS 25 3.00 3.4V

POS 50 0.30 3.4V

POS 500 0.03 2.4 V (no upset)

NEG 25 3.00 1.75 v

NEG - 50 0.30 1.75 Vv

NEG 500 0.03 2.30 V (no upset)
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(a)

(b)
Figure 4.31 Anti-Skid Accelerate-Decelerate Cycles

with System Upset Conditions
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5. SUMMARY AND CONCLUSIONS
A measurements task has produced information concerning the charac-
teristics of waveforms which result from the normal activation of the
electrical switches and controls of a typical automobile. Data and
pictures are présanted on waveforms associated with the light éwitch,
air conditioner clutch, the starter, the ignition system, flashers, fan
and windshield wiper motors, the altermator, and the horn. In addition

to the signals and waveforms generated at the sources, selected coupled

' signals resulting from the source activity are identified and recorded.

With each switching (energizing or de-energizing) of equipment from
the power bus, there is nominally a 12 V dc level change. Transients
are sometimes agsociated with these switching actions which range from
1V to greater than 100 V in amplitude. The larger transients are
generally associated with the de-enefgizing of inductive loads. Sinu-
soidal or repetitive waveforms are associated with the motors and vi~ '
brators. Their fundamental frequencies are genérally below 1 kHz, and
their ampliﬁude varied from ¢.1 V to more than 3 V. The coupled signals

generally appear as exponentially decaying "spikes" and/or as decaying

:sinusoid. The amplitude and duration of these waveforms are highly

dependent on citcuit loading and rescnance. Typical recorded values
range from less. thah 50 mV to greater than 1 V.

More than fifty measured waveforms are presented in Section 2.2,
with comments on the data and details of the measurements. - Summary
tables of these data are given in Tables 2.2 and 2.3. A review of data
obtained in an earlier study on power supply variations and severe
transients is given in Section 2.3. Power supply levels as great as
130 V and transients of over 200 V have been observed. Summaries of
power supply regulation characteristics and transient characteristics
are given in Tﬁbles 2.4 and 2.5. The results of dc resistance measure-
ments made at several points in the automobile referred to the power
system ground are shown in Table 4.7. _

The results of computer program runs to evaluate a simulated

field-to-wire coupling of signals from a mobile transmitter to the air-
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cushion restraint device cabling are given in Sectiog 3. This analysis
demonstrates the character of éoupling dependencies on the transmitter
operating fredquency, the impedanée of the signal reception point, the
slze of aperture, the dimensions of the aperture, body shielding, cable
shielding, and cable length. The body shielding depends primarily om
the relative positions of the transmitting source and the aperture., The
amount of body metal in the direct path between these locatioms will
yleld some signal attenuation due to shielding. The cable shielding
varies to a small degree as a function of frequency. This is calculated
from a routine in the model from a given cable description.

As much as 30 dB variation in received signal level was observed
for the frequencies processed across a band from 100 to 200 MHz. This
variation resulted from a fixed aperture size. Also, there was an
approximately 10 dB increase in received signal when the length of
aperture was increased from 4 inches to 40 inches,

The complex interdependence of the several parameters described
would indicate that the most useful application of the model would be to
analyze specific installations in search of problem areas as opposed to

preparation of general data tables to cover a large range of conditions.

- Sensitivity analyses of this type can be used to indicate aperture and

shield integrity requirements for maintenance specifications and to
define procedures and thresholds for evaluations required of manyfac-
turers.

An important phase of this study has been the design, instrumen-
tation and anmalysis of susceptibility testing as applied to two auto-
motive electronic subsystems. The mechodology, test plans, and results

obtained from the two test series involving an electronic speed control
system and an electronic antiskid brake control module are presented in
Section 4,

The tests were conducted using a direct-drive facility to inject
interference signals at several potentially susceptible circuit or
system ports. These ports were selected on the basis of being vulner-

able to conducted or induced signals. The character of the injected
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signals was based on the results of -the data obtained in Section 2. The
system'"upset" criteria used for evaluation were related to the intended
functional performance of the systems.

The test results for the speed cohtrol system with rf pulses injected
as interference are givean in Figures 4.8, 4.9, and 4.10. The results
for the same system with dc pulse injected are showm in Tables 4.6 and
4.7. TFor these tests, an upset resulted if the vehicle speed changed by
more than 4 mph from the set speed. The upset conditions observed with
rf pulse interference (in the 1 to 75 MHz range) was highly dependent on
frequency and all three ports tested (sensor, comntrol line, and power
line) showed generally good immunity to rf interference. The lowest
measured upset level was about 4 V(p—p). The sensor line was generally
more sensitive to dc pulse interferemce with average upset level of
about 1.5 V (zero-to-peak). The control line was much less sensitive,
and the power liﬁe was not used as an injection port for dc pulses.

The results obtained from the antiskid coatrol tests indicated that
this device was more susceptible to rf.pulses than the speed control
system. A pair of sensor line inputs were used as ports in addition to
the power supply input. The injected'signals used were rf pulse and cw
signals in the 0 to 75 MHz range and dc pulses. The upset criteria were
based on a cogparisbu of system performance under Interference and
interference-free conditions. An upset consisted of abnormal func-
tioning of the braking modulation due to interference. . The test results
for the rf and cw signals. are shown in Figures 4.22, 4.23, 4.28, 4.29,
and 4.30. A tabulation of data obtained from dc pulse testing is given
in Table 4.12. System upset occurred with injected rf and cw levels of
less than 0.5 V(p-p) at the sensor inputs. The results were similar for
both types of signals, indicating that the circuit is more sensitive to
the cw signal than to the pulse characteristics. Aléo, the results
showgd.that these ports are much more susceptible to interference at
frequencies above 20 to 30 MHz than at lower frequencies. ‘The power
supply liﬁe input was also quire susceptible to rf inﬁerfe;ence (the

- only signal used in the tests at this port). Upsets were recorded at
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several frequencies for injected levels below 0.5 V(p-p). The power
supply regulator portion of this circuit has built-in transient pro-
tection. This protection design appears, however, not to be effective
against rf interference. The dc pulse interference to the sensor inputs
caused upset at 1.7 V (zero-to-peak) levels. This is similar to the
results obtained from the speed coatrol systeﬁ tests.

These conductive (direct~drive) signal susceptibility tests have
proven to be an efficient and useful method of evaluating the effective
interference potential of actual motor vehicle electronic subsystems.
These test concepts could be expanded to include more ports or system
modules and even tc evaluate circuit component susceptibllity at the
design stage. .

- The results of these tests have shown the dependence of signal
characteristics on circuit susceptibility, namely frequency, duty cycle,
polarity, etc. Examples are: 1) the low-frequency susceptibility and
high frequency immunity of the speed control sensor compared to an
0ppbsite situation for the anti-skid module sensor; 2) the sensitivity
of the speed control sensor input to dc pulse amplitudes of approxi-
mately one-half the sensor peak-to-peak amplitude, and; 3) the simi-
larity of results observed between rf pulse signals and cw signals at
the anti-skid semsor inputs, indicatingrthat this circuit is primarily
sensitive to rf signals.

Although no detailed analysis has been performed to correlate the
results of these tests with the reported malfunctions of anti-skid
control modules when eprsed to mobile radio emissions, the observed
susceptibility levels in the 30 to 75 MHz range do not dispute that such
interference and malfunctions could occur. Unshielded or improperly
shielded lines and cables between the semsors and the electronic control

modules would be very effective in feeding the rf signals to the sensor

ports.
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