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A Forensic Engineering Approach to
SUA Investigations

A proper forensic engineering evaluation alleged SUA event includes
consideration of many related witnesses & artifacts:
  
1.  Vehicle damage & Reconstruction interpretation 
2.  Driver & Passenger witnesses
3.  Drivers & Passengers in other vehicles
4.  Police & EMT reports
5.  Vehicle VIN, Systems Specification(s), Applicable Recalls, TSBs
6.  DTC, PID, DPID & Freeze Frame Data
7.  EDR data
 
EDR data alone may not be reliable.  EDR data applicability, accuracy
and consistency has to be confirmed with respect to witness, physical,
mechanical & electrical parameter facts of each alleged SUA incident.  
However, the NHTSA Report SUA preliminary observations appear to
be based on EDR data only, thus they are based on only a sub portion
of a proper forensic engineering evaluation. 
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Omissions in The NHTSA 58 Case Data

1.  15/58 Cases ==> Vehicles outside the Toyota SUA Recall Range. 

2.  20/58 Cases ==> Accelerator Recall Applicability Indeterminate

3.  For example, NHTSA did not present EDR data for a vehicle prior
investigated by NHTSA SCI (Report DS07035, 07Camry, in the Toyota
SUA Recall Range).  That report was a thorough documentation (22
pages) of the Reconstruction, witness and physical, mechanical &
electrical parameter facts of that subject SUA incident.  

4.   32/58 Cases ==> No VIN given.

5.   26/58 Cases ==> only Part-VIN given - See Exhibit B   
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Exhibit B Toyota VIN Check for Recalls  
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ASA Provisional Observations 
based on face value of 58 EDR Reports only 

= the only data available from NHTSA

26/58 Cases ==> Vehicle partial VIN supplied

32/58 Cases ==> Vehicle VIN not supplied

0/58 cases ==> Include supporting documentation, including  Reconstruction, witness and
physical, mechanical & electrical parameter facts of that subject SUA incident.  

Cases include vehicles subject to: 

09V-023 Recall, Tunnel Side Fmat        02/58    Indeterminate (no VIN &/or no Mfg Dt)
09V-388 Recall, Dvr Fmat                      39/58    confirmed (by Model Year)
10V-017-18 Recall Accel Sticking         08/58    prob confirmed (by VIN & Model Year)
10V-017-18 Recall Accel Sticking         20/58    indeterminate (no VIN supplied)    
Not subject to  SUA Recalls                 15/58

02/58 Cases ==> Vehicles confirmed subj to 09V-388 &  EDR indicates provisional FMAT Impg

05/58 Cases ==> Vehicles confirmed subj to 10V-018 &  EDR indicates provisional OpError

17/58 Cases ==> Vehicles indeterminate subj to 10V-018 &  EDR indicates provisional OpError

Provisional OpError includes;
accel apply, no brake
no brake prior to impact
late brake prior to impact
consistent EDR data record
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Accident, 26Oct07
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8Apr10   Toyo Download, Offices of Bowman &
Brooke, Gardena California 
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350 bytes of hexadecimal data 
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The crash event record, as properly translated, contains 
non-meaningful acceleration data.  With non-meaningful
acceleration data, no crash-event Delta-V can be derived.
The non-meaningful data was probably a residue from a
prior non-deployment event. 
 
One reason for non-meaningful acceleration data (after a
known crash and deploy event) can be an electronic
anomaly preventing RAM data (volatile) from being written
to EEPROM after the crash event. 

Such an electronic anomaly was physically observed in the
subject SRS ECU.  In the subject ECU, the backing plate
was deformed such that a short circuit, with arcing, existed
between an energy storage capacitor positive lead and the
backing plate (an electrical ground).   These arcing artifacts
were photographed.   
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September 13, 2010
Toyota Plans 6 New Hybrids for 2012
By NICK BUNKLEY

DETROIT — Toyota plans to introduce two electric vehicles in the United States and six hybrid cars worldwide by the end of
2012, a company executive said Monday.

In addition, the executive, Takeshi Uchiyamada, said Toyota would start selling a plug-in version of its popular Prius hybrid car in
the spring of 2012 and a hydrogen fuel-cell vehicle in limited quantities by 2015.

            O 
                O  
                     O

A Toyota spokesman, John Hanson, said the company was aiming to sell about 20,000 of the plug-in Priuses a year initially. He
said early estimates indicated that it could cost about $3,000 to $5,000 more than the traditional Prius.

Mr. Uchiyamada also revealed that Toyota had discovered a software bug in the tools used to download data
from its vehicles’ onboard data recorders, but he said it did not have an effect on the investigations into the
cause of sudden acceleration. The readers, which have been used by the company and by federal regulators
looking into thousands of complaints, were fixed before testing vehicles reported to have experienced sudden
acceleration, he said.

Some Toyota critics have dismissed the validity of the data from the onboard recorders, based in part on

previous comments by Toyota questioning their reliability, but Mr. Uchiyamada said that
criticism is misguided. “The bug never affected the data that would
indicate which pedal is being depressed,” he said. “The event data
recorder was always accurate, only the reader was inaccurate with
regard to speed.”
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Toyota ROT Report for Same Device as Shown in ASA Translation
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Video

Impinged-Acceleration SLOT
Calibration Method

“SLOT” information is defined by the Society of Automotive
Engineers (SAE) Recommended Practice J2178-2 (SAE
J2178-2) to be Scaling, Limit, Offset and Transfer Function
specifications that allow hexadecimal encoded engineering
data to be interpreted into engineering units such as psi,
seconds, volts, amps, Gs, etc.ASA
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Example of Impinged-Acceleration 
SLOT Calibration Results
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Example of Impinged-Acceleration 
SLOT Calibration Results
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Questionable EDR Reports

Non Consistent (contradictory)
                              EDR Record

Inconclusive EDR Record



28

ASA
AUTOMOTIVE SYSTEMS ANALYSIS, INC.
12015 CANTER LANE, RESTON, VA 2 0191
Office 703-860-1766     Cell    703-597-7066
FAX   703-860-0067      VoIP 703- 860-0060
e-mail: billrosenbluth@asareston.com

FORENSIC ANALYSIS OF ELECTRONIC AND COMPUTER VEHICLE CONTROLS

Contradictions in record:    
1.  Speed decreasing w/accel WOT
2.  Speed increasing w/accel off 
3.  Speed decreasing w/brake off                                                        
4.  Speed increasing w/brake on                                            
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Contradictions in record:    
1.  RPM increasing (+800RPM) w/Accel released to Idle (0.78V)        
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Next Most Recent Incident

Contradictions in record: 
ENTRY SPD =1.2  DEL-V 7.8 FOR PG 0
= Next Most Recent = Contradictory
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Questionable EDR Reports

Non Consistent (contradictory)
                              EDR Record

Inconclusive EDR Record
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Observations and Questions w/resp/to Scientific Validation of Case Entries in
the NHTSA Report

1.  No case reflects a fixed lower partial value of accelerator position (NRI) such as would be
expected for a sticking pedal event.

2.  There are very few indications as to whether the case vehicles have had any or all of the Toyo
recalls applied.

3.  There are no indications as to whether the case vehicles have been inspected to confirm that 
any or all of the Toyo recalls, if applied,  were applied correctly.  [Note  that Tang evidenced an
improper recall apply].

4.   None of the Case Reports contain the source EEPROM data which would allow for an
independent check of ROT report translation veracity [Note that an improper translation was
found in Eves].

5.   There are no photos of the vehicles to visually correlate impact damage to ROT reported
collision status..  Are there photos not included in the report? 

6.  There are no Reconstruction analyses of the vehicles to quantitatively correlate impact
damage to ROT reported collision status.   Are there such analyses not included in the report?

 7.   There is no mention in the NHTSA report of any work to confirm that the ROT record data
accurately reflects the  vehicle acceleration during impact.  Has NHTSA/NAS conducted any
such confirmation?
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Observations and Questions w/resp/to Scientific Validation of Case Entries in

the NHTSA Report   (continued)

8.   There is no mention in the NHTSA report of any work to confirm that the ROT record data
accurately reflects the vehicle pre-event conditions.  Has NHTSA/NAS conducted any such
confirmation?

9.   The accelerator position-analog voltage is shown in some, but not all reports.   Some reports
show only an accelerator assignment to OFF, MED, FULL versus the actual position-analog
voltage.   We know [and it is shown in the reports] that the nominal accelerator voltage range is 
0.78 --3.78 Volts. The actual accelerator positition-analog voltage is derivable from the actual
SLOT values and shown in ASA charts [for ASA reverse-engineering-derived SLOT value].  Does
NHTSA/NAS have the Toyota Accelerator OFF, MED, FULL definition versus position-analog
voltage? 

10.   Does NHTSA/NAS have the Toyota EEPROM translation SLOT factors for acceleration,
RPM, Speed, Accel-volts, etc.?  Does NHTSA/NAS have these for each EDR P/N type?

11.  Does NHTSA/NAS have a Toyota manual that explains each heading of data in the reports?

12.   What is the algorithm wakeup value to start an event.  When does an event end?

13.   What is the non-deploy reset time so that a new event wakeup can be detected?

14.    Why does Toyota show Longitudinal Delta-V with a sign opposite to the standard SAE
J211, J670e,  J1733 signing convention?   (See Exhibit A) 
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Exhibit A    Standard SAE
J211, J670e, J1733 
signing convention
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